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Annotation  
This papers deal with basics operational procedures of information security risk management. It briefly describes recommendations for managing the 
information security in order to minimize the risk occurrences in companies as well as in individuals. The individuals can also protect his/her data 
applying the basic principles of the standardized procedures of the information security risks management. 
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Introduction  

Identification of security risks lies in a detection of 
probable, unwanted, negative incidents and phenomena 
occurring in various forms in security environment, 
which can lead to sensitive information leakage (NBÚ, 
2014). 

It is necessary that the identification is process-
oriented and divided into areas of potential threats. The 
aim is to have a summary of all the major areas that could 
be affected, to process the information about an internal 
and external security environment and to find the reason 
which motivates an intruder to acquire sensitive 
information. It also represents a marking of a loss and 
damage possibility or accomplishment of another result 
as was originally expected. 

For example, a company A sends an email to a client 
with a price offer on the project, but a company B 
manages to get the e-mail and sends a better offer or 
another bargain to the very same client. 

Besides assessment and perception of the risks it is 
important to monitor these risks for the identification, 
such as data leakage, hard disk crashes, filtering of 
outgoing sensitive information (personal identification 
numbers, classified information) of corporate mails etc. 
The risk assessment is closely related to risk 
management. 

Risks analysis   

Risk analysis in the IS is the basis for development of 
a more efficient method of the IS protection. The aim of 
the risk analysis is to properly identify and assess the 
threats which the information system is exposed to in 
order to select adequate measures. The risk analysis 
identifies the threats and risks that can still be accepted or 
corrected and analyses a status of the information security 
system in details (Šimák, 2006). 

When identifying the risks, it is appropriate to focus 
on the problems and threats that can disrupt the 
availability, integrity and confidentiality of the data. 

If there is a possibility of a risk in terms of an 
unauthorized manipulation with personal data, we have to 
observe possible weaknesses, for example changes in 
programs caused by so called malwares - software used to 
disrupt computer operations. 

If we want to identify the risks of the unauthorized 
manipulation with the personal data, we must at least 
identify and monitor the present state of security and 
check whether: 

- Virus protection is installed and updated; 
- Network is properly connected and configured; 
- Content is shared with only specific intended 

users; 
- Sensitive data are stored on a computer that is 

connected to the Internet; 
- There are data transmitted from removable 

media to your computer or vice versa; 
- Router has activated the firewall, it is turned on 

and also protected against DOS attacks; 
- Default passwords are not used for information 

equipment; 
- In the case of a separate firewall it is set to the 

correct configuration, and rules; 
- The operating system is outdated, without the 

support of the manufacturer, such as Windows 
XP; 

- Operating system is regularly updated; 
- Risk applications, such as Adobe Flash Player, 

Adobe Reader and Java are regularly updated.  
The identification of the unauthorized, local access to 

sensitive data in the IS – we have to observe the  threats 
by means of monitoring the assets of the system with the 
following programs Dude, Zabbix, Splunk, Nagios, 
Elastic Search and so on,  so that  there will not be any 
integrity, confidentiality, availability, performance and 
utilization breaches.   

Potential weaknesses: an unauthorized person 
manages to gain an unauthorized access to the data due to 
using unauthorized hardware or software or moving away 
from the computer allowing an unauthorized person to 
read the data from the screen. 
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Minimizing risk includes: 
- Checking the computer for ensuring antivirus 

and anti-malware protection; 
- Controlling the portable media; 
- Secure your computer from unauthorized 

persons. (Strnad, 2010) 
 
In the context of information system security the risk 

analysis includes: 
- Assets´ modules analysis; 
- Threats analysis; 
- Protection measures´ vulnerability analysis. 

 
The risk analysis should be carried out repeatedly and 

after every change in the assets or at least within a year 
since the last risk analysis. 

The risk analysis is a subjective assessment and also it 
does not mean that after not detecting any threat, there are 
no such threats at all. 

The risk analysis is closely related to the process 
known as the risk management. This process includes the 
identification, selection, implementation and monitoring 
of protective measures in the information system. 

Protective measures reduce: 
- Probability of a security incident; 
- Vulnerability of the information system; 
- Consequences of the security incident. 

 
Protective measures increase: 
- Detecting the security incident; 
- Faster recovery the whole system to its original 

state after the security incident. (Loveček, 2007) 

Risk management  

Risk management is focused on analysing and 
decreasing the risks using various methods and 
techniques of prevention, which eliminate existing 
problems or estimate future risks. 

The risk management is a constant, repeating 
collection of interlinked activities, whose aim is to 
control the potential risks or to limit a probability of risks 
and decrease their influence and in the same time prevent 
the negative problems or incidents. 

If it is possible to assess the risks based on the 
quantitative or various analytical methods we must 
control this risks and provide monitoring of these risks. 
The risk management gives us an opportunity to choose 
what measure to adopt in crisis which can be developed 
due to a failure of a technical or human factor.  

Information system audit 

An information system audit can be seen as a 
professional and independent assessment of this 
conception, a solution and a routine operation of the 
information system or one of its parts (for example, audit 
of an user's connection to the Internet and its use), in 
terms of its ability to meet security requirements. 

The information security has not developed together 
with development of the first computers. Initially, there 
were very few computers and they required special 
knowledge to work with   and were therefore limited to a 
small group of specialists. 

The information security, if it ever existed, was rather 
seen as the physical protection of the entire computer 
systems. This perception of safety did not vanished with 
the development of computers and gradual processing of 
huge amounts of data, for example the first computers 
were normally operated in designated areas with 
controlled access. 

For the actual protection of date we must ensure that: 
- Only authorized persons have access to them; 
- The data to be processed is not  falsified; 
- We can find out who has created, changed or 

deleted the data; 
- The data has not been released in an 

uncontrolled manner; 
- The data is available when needed. 

Security policy  

A content of security policy is defined by some 
organizations such as the International Organization 
SANS (SysAdmin Audit Networking and Security), 
which proposes specific security policy on its website 
http://www.sans.org/resources/policies/ for each 
individual issue separately in the following categories: 

- General security policy; 
- Network security; 
- Security server; 
- Application security. (SANS, 2014) 

 
A summary of security rules and regulations define 

the way how to secure organizations in terms of physical 
protection through privacy protection to human rights 
protection. In general it defines a secure usage of the 
information systems in the organizations (Hudec, 2014). 

The security policy and the security management can 
be applied after the risks are analyzed, that means that the 
threats and likelihood of their occurrence are defined. 
According to STN ISO 27000 risk can be seen as a 
function of factors, assets, threats, vulnerability and 
protective measures (safeguard). Implementation and 
managing according to STN ISO 27000 is based on the 
PDCA cycle - Deming Cycle, which says: plan, act, scan 
and update. 

The risk analysis and risk management belong to the 
competencies of strategic management which chooses 
what kind of approach to use. Information security is 
strategically controled because a different method of the 
risk management varies in expanses. This level of 
management includes BCM, financial management, 
project management and organizational standards. 
The following table shows the possible implementation 
of individual security tactics, according to a security 
policy with regard to the job position. 
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Table 1. Implementation of individual security tactics, 
according to the security policy 

Job Position  Tasks 

 
Management  

Provide training for the heads of departments. 
Track the number of working hours on the 
basis of employee ID card. 
Monitoring time of entry / exit of the 
employees from / to the building. 
Divide workers by the corporate hierarchy. 
... 

Security division Change passwords at least once a month. 
Secure access to all corporate systems. 
Monitor the entrance to the building. 
Secure protected area against fire. 
... 

IT Monitor unauthorized access. 
Record unauthorized access. 
Prevent the data loss. 
... 

Security guards Secure entrance to the building. 
Patroling the premises. 
... 

Security project 

Security project is a process of planning and 
controlling large-scale operations. It is not only about the 
result - project documentation, but also about a creative 
process. There are number of definitions of “project”, 
which can in some way be summarized in the following 
definition: The project is a plan for certain changes within 
a specific period of time in a specific object. This 
definition implies the intention, which has the following 
attributes: 

- To monitor a predetermined target; 
- To define the strategy, which makes  possible to 

achieve the predetermined goal; 
- To determine the necessary resources and costs, 

including expected revenue; 
- To set the beginning and the end. 

It should be noted that each project is unique, and this 
uniqueness lies in the monitoring of the objectives in the 
specific conditions and environment in which the project 
is conducted. Security guidelines should include: 

- General and binding conclusions of the 
document; 

- Technical - operational defense (scale of 
responsibilities and jurisdiction); 

- Based on the circumstances, the links should be 
created between another security documents, not 
only in the field of information security (such as 
work and organizational rules); 

- Individual security policies or methodologies 
such as: 
o The policy of data  backup and archiving; 
o The policy of making and allocation of 

passwords; 
o The policy of protection against unauthorized 

access to the IS; 
o The policy of access to  the IS as an 

individual; 
o The policy of protection against malware; 
o The methodology for disposal of redundant 

data; 

o The methodology for reporting of suspicious 
events and security incidents (Doseděl, 
2004). 

Conclusion 

Finally, it should be noted that victims of social 
engineering do not have to necessarily be big companies, 
but also an ordinary man. The development of 
information technologies is very dynamic and constantly 
evolving field and therefore we should adopt efficient 
measures to minimize our chances of becoming the 
victim. 
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RISK MANAGEMENT IN INFORMATION 
SECURITY  

S u m m a r y   

Risk analysis in IS (information systems) is a key 
component for creating a more effective system for the 
information system protection. When identifying the risks it is 
important to focus on the impacts and threats, which can invade 
the availability, integrity and credibility of the information. If 
there is a possibility of a threat in terms of an unauthorized 
modification of personal data, we have to observe possible 
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weaknesses, for example changes in programmes caused for 
example by so called malwares 

Risk management is a field of management focused on the 
analysis and decreasing the risks by means of various methods 
and techniques of the risk prevention, which eliminate the 
current or estimate the future factors increasing the risks. 

The IS audit can be seen as a specialized and independent 
assessment of a concept, solution plan and a routine operation 
of the information system itself or one of its part (e.g.: audit of 
the users´ internet connection and its utilization), in terms of its 
ability to fulfil  the security requirement 

Summary of security policies defines the way which 
protects an organization starting with persons protection 

through privacy protection up to civil rights protection. It 
defines in general a secure use of the information system within 
the organization. The security management and security policy 
can be applied only after the risk analysis has been carried out, 
in other words an identification of threats and the probability of 
their occurrence has been successfully done. Safety project is a 
process of planning and managing the large scale operations. 
Creative process is as important as the final result – project 
documentation. 

  

KEYWORDS: social engineering, risk analysis, audit, security 
policy  
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