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EDITORIAL

“Vadyba/Journal of Management“ is periodically published applied sciences journal by
Lithuanian Business College. The journal is constantly publishing articles since 2002 and has
gained significant experience and international recognition. This year the journal is celebrating its
21 years anniversary. It has been well renowned by foreign scientists and number of international
scholars publishing continues to increase. Currently, 39" number of the journal is released to
readers. Only those articles that meet thorough requirements set by the Editorial Board are being
published. Authors of these articles represent various Lithuanian and foreign countries science.
From Lithuania the following institutes are represented Lithuania Business College, Kaunas
University Technology, Vilnius Gediminas technical university and other. The following institutes
from foreign countries: University of Mauritius, lvan Franko National University of Lviv, Liepaja
University (Latvia), Multimedia University (Malaysia) and other.

Editorial board of “Vadyba/Journal of management” seeks for published academic researches
to cover different economic directions and to be relevant to different industries and countries around
the world. At the same time, the focus remains on ongoing changes in various industries, human
resources, and governance. Based on these criterion, articles are chosen for publication in the
journal. Focusing on relevant areas of change is expected to encourage further scientific discourse
and development of social science ideas.

As usual, Journal is emphasizing scientific work of various countries scientific institutions
and this edition is no different, as Ukrainian scientist A. Zadorozhna is analyzing digital
technologies as a factor of national security of Ukraine. The purpose of this particular study is to
estimate the state of digital development of Ukraine and the cyber threats that the country has
experienced and formulate basic recommendations for the further digital development of Ukraine.
The author examines the issue of digitalization from the point of view of strengthening Ukraine’s
position on the world stage, and those dangerous moments of digitalization that may appear in the
case of military aggression. The author analyzes various indicators of digitalization as well as the
state’s contribution to the development of information and communication technologies.

In other article, Lithuanian scientists J. Zukauskiene and V. Snieska are analyzing the
importance of investment for the green economy in countries at different levels of its' development.
In this study, scientists are trying to find out whether richer or less rich countries invest more in
renewable energy sources. Typically, the richer a country is and attracts more foreign investment,
the faster its economy grows. On the other hand, if a country is less rich, it typically attracts less
foreign investment, its economy grows slower. Authors analyze whether such phenomenon is

applicable in the green economy as well.



Furthermore in this edition of the Journal, A. Lileikiene and J. Martinkiene are deep-diving
into challenges to financial stability during the economic downturn. In this article authors explore
financial stability and its relationship with effective operation of the financial system by using
evaluation models of financial stability. These models illustrate the integral relationship between
the impact of individual factors and the effects on the interest rates of commercial institutions, the
impact of interest rates on household financing, and the assessment of the interaction between
interest rates and inflation.

However, Editorial cannot review all of the researches, therefore we encourage familiarizing
with them in the Journal, which currently is under the indexing process with Scopus and WoS.

We invite scientists to actively publish in the Journal, share their research results and

methodological insights. We expect for close cooperation.

Prof. Dr. (HP) Valentinas Navickas, Editor-in-Chief
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SOME CHALLENGES TO FINANCIAL STABILITY DURING THE

ECONOMIC DOWNTURN

Angele Lileikiene, Jurgita Martinkiene
Lithuania Business College

Abstract

Financial stability issues, arising during the COVID-19 pandemic and the ongoing conflict in Ukraine, have affected the problems of financial market
instability: interest rates of commercial banks started to rise, inflation increased, affecting consumer solvency issues, the need for bank financing and
investment opportunities decreased, part of the staff was lost, labour supply decreased, productivity declined due to emerging economic stabilisation
problems. Financial stability cannot be achieved without effective operation of the financial system, which is explored in this article, based on the
evaluation models of financial stability. These models illustrate the integral relationship between the impact of individual factors and the effects on the
interest rates of commercial institutions, the impact of interest rates on household financing, and the assessment of the interaction between interest
rates and inflation. The assessment of financial stability takes into account the performance, liquidity, solvency, and evaluation of adverse conditions

of banks as financial institutions.

KEY WORDS: Financial stability, interest rates, assessment under adverse conditions, bank activity.

Introduction

With the Russian war continuing, high inflation, and
central banks tightening monetary policy, the country's
economy is growing slowly. Therefore, it is projected that
the Lithuanian economy will grow by 1.3% in 2023. With
tightening  financing  conditions and  prevailing
uncertainty, the financial cycle in Lithuania shifted to an
economic slowdown phase since the end of 2022. This is
clearly reflected in the significant deceleration of lending
to households and businesses in the environment of rising
inflation. As the financial cycle slows down, lending to
firms in the manufacturing sector, which is sensitive to
economic downturns, such as construction, tourism
services, logistics, and trading businesses, slows down
the most. Decreased economic activity in the country,
continued high uncertainty, and a changed interest rate
environment in conjunction with declining loan demand
indicate that the credit cycle will remain in a decelerating
phase for some time. As the research shows, the level of
non-performing loans in the country's banks reached a
low level in 2022. On the other hand, however, the study
shows a new trend in the banking sector, where
commercial banks are experiencing unexpectedly high
profits due to the accumulation of high profitability and
rising interest rates, which is projected to increase profits
by up to a factor of 3. Therefore, the Government
recommends that commercial banks establish a solidarity
tax. The results of stress testing of banks under adverse
conditions indicate that the banking sector has
accumulated substantial capital reserves and is capable of
withstanding even highly adverse economic scenarios,
covering a decrease in deposits by about 40% with the
available liquid assets (Financial Stability Review, 2023,
Bank of Lithuania).

Many authors have examined the impact of financial
stability on economic activity, inflation, the foreign
exchange market, or the interaction of profitability and
risk. When assessing financial stability and its impact on
economic activity, in this study, we rely on the views of
prominent authors, including Schinasi, Hauben bei Kases
(2004), Morris (2010), Albulesen (2008), Morales ir
Estrada (2010), Maliszewski (2009), Serbanescu (2022),
Shehzad, Xiaoxing, Bilgili, Kocak (2021), Pulawsko
(2021), Bessler, Vendrasco (2022), and others, who have
analysed financial stability from various perspectives.

In the article, the authors specifically examine the
challenges to financial stability in the context of
economic stability and the impact of commercial banks.
The following questions are raised in the study:

1. The essence of financial stability and assessing its
impact on economic activity

2. Assessing the challenges of financial stability in
different economic activity periods.

3. Conducting an assessment of the impact of bank
activity on the sustainability of the financial
system.

The situation related to the Russian war has had a
particularly sharp impact on energy prices, the rise in
which has led to higher inflation, reduced consumer
purchasing power and negatively affected the country's
economic growth and unemployment, had a negative
impact on financial stability. As the interest rate rises (the
US Federal Reserve interest rate fluctuates between 5-
5.25%, the Bank of England's interest rate is set at 4.25%,
and the EURIBOR rate reached 3.9%), the continued
high level of liquidity in the euro area financial system
has a positive impact on banks' profitability, but the
change in monetary policy direction causes some tensions
in financial markets.

Vadyba / Journal of Management, Vol. 39, No. 2 2023, 9-14.
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Uncontrollable interest rate risk and the failure of
several banks in the US had a significant impact on
financial stability, leading to corresponding corrections
and large-scale turbulence in the financial sector
worldwide.

Theoretical background

From a theoretical perspective, financial stability is
an integral part of the financial system, which includes
institutions such as banks, insurance companies, stock
exchanges, and others, performing the fundamental
function of lending between borrowers and lenders. On
the other hand, elements of the financial system also
reflect the stability of the functioning system: lending
conditions, restrictions, the possibility of risk, monetary
policy that affects the scale of economic growth. And
very important (Schinasi, G., 2004 ), useful principle is
that financial stability not only implies that finance
adequately fulfills its role in allocating resources and
risks, mobilizing savings, and facilitating wealth
accumulation, development, and growth; it should also
imply that the systems of payment throughout the
economy function smoothly (across official and private,
retail and wholesale, and formal and informal payments
mechanisms). This requires that fiat (or central bank)
money—and its close-substitute, derivative monies (such
as demand deposits and other bank accounts)—can
adequately fulfill its role as the universally accepted
means of payment and unit of account and, when
appropriate, as a (short-term) store of value. In other
words, financial stability and what is usually regarded as
a vital part of monetary stability overlap to a large extent.
A third principle is that the concept of financial stability
relates not only to the absence of actual financial crises
but also to the ability of the financial system to limit,
contain, and deal with the emergence of imbalances
before they constitute a threat to itself or economic
processes.

Allen, Chui, and Maddaloni (2004), examining the
financial system structures of European, US, and Asian
countries, point out: 1) efficiency of the financial system;
2) stability of the financial system; 3) channels of
monetary  policy transmission. These conceptual
approaches to the structure of the financial system have
been confirmed in scientific studies by foreign authors.
D. Hendricks, J. Kambhu, P. Mosser (2007), E. Cerutti,
C. Claessens and P. McGuire (2011), A. G. Halande and
R. M. May. (2011), L. Allen, T. G. Bali and Y. Tang
(2012) and G. N. F. Weis, S. Neuman, D. Bostandzic
(2014). The authors agree that the sustainability of the
financial system and the related economic situation arise
when operational problems in one commercial bank
affect the activities of other commercial banks, and such
problems go beyond the external borders of one country
and start to spread globally, affecting the entire financial
system. Their arguments are supported by the Bank of
Lithuania (2008, 2009, 2011) and national authors such
as V. Deltuvaité (2009), E. Martinaityté, A. Keleras, V.
Katkus, and G. Nauséda (2012), and by T. Ambrasas
(2014). The problems of the financial system mentioned
above become especially relevant in different phases of
the economic cycle, such as recession or crisis.
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Conceptually, there has been a prevalent view among
researchers and practitioners regarding the liquidity
aspect of the financial system. The negative correlation
between liquidity and profitability was confirmed by P.
Vadova (2011). According to A. Lileikiené and A. Likus
(2011), in order to maintain the required liquidity level,
commercial banks had to optimise the number of short-
term loans, which is not profitable due to low interest
rates. This means that the negative relationship between
liquidity and profitability has been confirmed throughout
the evolution of commercial banking. Therefore,
according to the researchers, compliance with the new
liquidity coefficient requirement not only determines the
“cleaning” of commercial banks from “bad” assets and
liabilities but also the potential insolvency of commercial
banks in case of non-compliance. The latter perspective is
confirmed by foreign authors. P. J. Koénig (2010), R. A.
Nowak (2011), P. Legland (2012), J. M. Liang (2012)
and F. Housa (2013). According to these authors, the
effectiveness of the convergence of the liquidity ratio for
the sustainability of the financial system is not yet clear.
R.A. Nowak (2011) argues that the new liquidity ratios
are likely to be an ambitious project that may not deliver
the desired results. In contrast, P.J. Konig (2010), P.
Legland (2012), J.M. Liang (2012) and F. Housa (2014)
highlight another problem with the new regulatory ratio:
the most profitable assets are the riskiest, but their
liquidity is low, and commercial banks tend to allocate
assets to yield higher returns to ensure the profitability of
their operations, and the new liquidity ratio requirement
obliges banks to form a “buffer” of “good” liquid assets.
Recently, certain developments in the activities of
commercial banks have not proven successful and have
contributed to ensuring the financial stability of banks
amidst economic instability.

Pulawska (2021), in her examination of the
consequences of economic crises on financial stability,
emphasises that this leads to a negative impact, resulting
in a decrease in the profitability of assets. Elnahass, Trink
and Li (2021), through the analysis of the financial
performance and risk indicators of banks around the
world, argue that the outbreak of the pandemic crisis
caused significant damage to the financial stability of
banks, which in the course of the investigation revealed
bank defaults, high liquidity and asset risks.

The challenges of financial stability during the crisis
were examined by Rababak, Al-Haddad, Sial Chunmei
and Cherian (2020), who in the course of the study found
out the generalising financial performance of Chinese
exchange companies, especially small and medium-sized
ones, using the OLS (Ordinary least squares) method.

The authors of the article relied on hypothetical
statements to substantiate their research, based on the
correlation between the interest rate's influence on the
loan portfolio, the assessment of the dependency between
the loan portfolio of banks and household consumption,
and the correlation between the banking system and state
debt.
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Research methodology and research organisation

In the course of the research, in order to identify
deeper factors influencing the quality of the loan
portfolio, the interconnection situations of 3 groups were
formulated. To determine the influence of factors, two
hypothetical statements were made for each situation. In
the course of the research, the method of pair correlation
analysis was used, allowing to assess the strength of the

relationship of factors. In the First situation -
interpendence between Lithuanian banking system's loan
portfolio and public debt developments, exists the weak
link. On the second situation - Interpendence between
Lithuanian banking system’s loan portfolio and housing
price, when show analyses, exists very strong link. And in
the 11l situation - Interpendence between Lithuanian
banking system’s loan portfolio and interest rate changes,
exits strong link (table 1).

Table 1
Situation Pair correlatlon'analysw Results '
hypothesis Conclusion
Ho: Interpendence between
Lithuanian banking system's loan
Situation | : portfolio and  public  debt _ Interpendence  between
. . rxiy =0,375 . . .
Interpendence between developments the statistical link for =2 809 Lithuanian banking
Lithuanian banking does not exist; fakt= 2 system's loan portfolio
' ; . treor=2,074 -
system's loan portfolio Hi: Interpendence between and public debt
. ; . . . Because2,809>2,704, :
and public debt Lithuanian banking system's loan tai Ho reiected developments exist the
developments portfolio and  public  debt 0 el ' weak link
developments  the  statistical
relationships exists;
Ho: Interpendence between
Lithuanian banking system’s loan
Situation 1 portfolio and. .houglng price ey = 0.907 In_terpen_dence _ between
changes the statistical link does not _ Lithuanian banking
Interpendence between s trake. = 9,609 , .
. . X exist; _ system’s loan portfolio
Lithuanian banking ) treor= 2,074 . ;
, . Hi: Interpendence between and housing price
system’s loan portfolio . . . , Because 9,609>2,704, .
. . Lithuanian banking system’s loan . . changes the exist very
and housing price . . . tai Ho rejected. _—
portfolio and housing price strong link;
changes the statistical relationships
exists;
Ho: Interpendence between
Situation I11: Lithuanian banking system’s loan xrv=-0,772 Interpendence  between
portfolio and interest rate changes tfake.= -5,432 . . .
Interpendence between - . o _ Lithuanian banking
. . X the statistical link does not exist; tteor= 2,074 , .
Lithuanian banking i system’s loan portfolio
R . Hai: Interpendence between Because |- ;
system’s loan portfolio ; . . , . and interest rate
- Lithuanian banking system’s loan 5,432|>2,704, tai Ho . -
and interest rate changes - . . changes exist strong link;
portfolio and interest rate changes rejected.
the statistical relationships exists;

In assessing financial stability, the study draws
attention to lending trends and indebtedness. Borrowing
trends increased significantly until the second half of
2022, at approximately 11.7% annual rates. However, the
rise in the ECB base interest rates from the beginning of
2023 triggered a slowdown in the loan portfolio, although
Lithuania, compared to EU countries, maintains a high

11

position in the borrowing process, as shown in Fig. 1.
Dynamic changes in the loan portfolio in the EU
countries are shown in Figure 1. According to the study,
the largest changes in the loan portfolio in 2010 —2022
were in the following European Union countries, such as
Finland, Poland, France, Portugal, Hungary and
Lithuania. Fig.1.
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Fig.1. Dynamic changes in the loan portfolio in the EU countries (%)

In Lithuania, a significant part of the loan portfolio,
about 43%, consists of loans granted to households — for
the purchase of housing. The volume of loans to
households grew until the beginning of the crisis period
in 2008. With the onset of the crisis, lending to

Proc.
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households became restricted by commercial banks, and
as the study shows, in the structure of the loan portfolio,
lending to households in 2010 -2023. gradually
decreased (Fig. 2).
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Fig. 2. The loan portfolio for the housing dynamic changes 2010-2023 (mln. €)

In the course of the research, relevant trends revealing
financial instability are observed in the context of eco-
nomic changes. In a period of economic growth, lending
has taken place under simplified conditions, which trig-
gered an “economic overheating” in 2008, and the finan-
cial crisis has affected the quality of the loan portfolio. 27

30

25

percent the loan portfolio was devastated by insolvent
loans. In analyzing the quality of the loan portfolio, the
largest share of insolvent loans was accounted for by
loans to businesses and in period 2022-2023 year. (Fig.
3).
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The economic situation has influenced the factors
that contribute to financial stability. Analyzing the factors
12

that influenced the insolvency of business enterprises,
even 61 percent. consisted of the incorrect assessment of
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the competitive environment, 22 percent — problematic
business administration, 6 percent — inadequate financial

management, the inability to service the loan and 5
percent — conscious business disruption (table 2).

Table 2
Insolvency reasons Inadequate The inability Incorrect assessment Problematic Conscious business
characterization financial to service the of the competitive Business disruption
management, loan environment administration
of all insolvent 6 6 61 22 5
companies (%)

With the tightening of the ECB's monetary policy and
economic uncertainty in recent years, financial institutions
have notably witnessed a slowdown in financial activity.

Discussion and Conclusions

Still high inflation, stricter financing conditions, and
reduced trade prospects continue to hinder the country's
economic growth, reducing economic growth rates to
3.6%. This was mainly influenced by a noticeable
reduction in the activities of the industrial, transport and
retail sectors. Analysing the decreasing trends, the reasons
for the slowdown are evidently noticeable, such as
tightening financing conditions, imposed international
trade sanctions, and reduced foreign demand for
Lithuanian-origin goods or services in countries like
Poland, Germany, the Netherlands, and Latvia. With
changes in financing policies, companies become more
vulnerable. A business entity is considered vulnerable
when, during an economic or financial shock, it becomes
unprofitable, lacks surplus liquidity, and typically has
negative equity. The most vulnerable businesses may
result in job losses. According to NACE, the most
vulnerable sectors during economic downturns include
accommodation, trade, and entertainment activities.

As research results indicate, changes in household
consumption, primarily the increase in mortgage
payments, have a significant impact on financial stability.
This interdependence is interconnected — individuals
working in the transportation and trade sectors are the
most vulnerable, with expected losses from mortgage
loans. This can be explained by the high vulnerability of
transport companies and the likelihood of employee
insolvency in these sectors.

Transitioning from an environment of low-interest
rates to one with steadily increasing interest rates can lead
to financial market instability, especially when associated
with the activities of bankrupt US banks in the spring of
this year. Although major banks such as AB SEB Bank
and Swedbank did not perceive increased risk in their
banks, this was directly influenced by large amounts of
capital and liquidity reserves of commercial banks.
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Abstract

Pursuing quality as one of the main goals of a competitive manufacturing company is very important. The quantity of features and characteristics of a
product reflects its quality. One of the most important aspects is that managers and executors (team members) must understand the importance of
quality and know what factors affect it and what solutions take place with identified problems. Based on the identification of product quality from the
point of view of managers and executives, problems are identified, and solutions are provided to change the situation. If they do not have a common
understanding of product quality issues, the situation in production only worsens. Decision-making often requires access to real-time data, analytics,
and resources that are typically managed by relevant departments or MANAGERS. Expected, that EXECUTORS follow established procedures and
report issues to their MANAGERS. Organizations must empower their frontline employees with the authority and training to make decisions related
to equipment operation and maintenance. The results of the Exploratory research revealed that the work of managers and executives with product
quality has a lot of disadvantages. The general perspective of managers and executors in solving product quality problems and making decisions to
eliminate them include a shared understanding of quality standards, effective communication, data-driven decision-making, empowerment, a
commitment to continuous improvement, problem-solving skills, resource allocation, risk management, ongoing training, customer focus, and
documentation. Organizations must empower their frontline employees with the authority and training to make decisions related to equipment
operation and maintenance. In such cases, EXECUTORS are expected to exercise their judgment and expertise to keep operations running smoothly.
The general perspective of managers and executors in solving product quality problems and making decisions to eliminate them include a shared
understanding of quality standards, effective communication, data-driven decision-making, empowerment, a commitment to continuous improvement,
problem-solving skills, resource allocation, risk management, ongoing training, customer focus, and documentation. By working collaboratively and
emphasizing these factors, organizations can effectively address and prevent quality issues.

KEYWORDS: product quality, managers, executors, production company.

Introduction Different decisions of managers and executives to
identify and solve product quality problems in
production.  Product quality in the manufacturing
company. To present an exploratory study aimed at
clarifying product quality identification problems and
solutions in production from the perspective of managers
and executives.

The research is exploratory. Methods used in the
research: comparative analysis and synthesis of scientific
literature; quantitative research - written survey. The
research sample is non-probabilistic - a random way of

v in th o ful selecting groups, since the researchers do not intend to
Every study in the organization is very useful for o o550t them to the entire population, that is,

identifying the causes of product quality problems, which  yranqgorm them outside the research group (Kardelis,
helps to generate useful ideas to solve these problems. 2016). The study involved 135 respondents divided into

Every motive or reason for a lack of product quality is a two groups - 32 MANAGERS and 103 EXECUTIVES
basis for change. It is most commonly used in analyzing involved in the production process.

causes and effect relationships, communicating this The research instrument is a questionnaire. The
lazorﬁité?;iégtg]ﬁnag?rs ?ggui)t(ecultjgll?f’ an?oﬁ?r:qltsangg questionnaire consists of three blocks (preparation for

Lt o ph q dy F e hy production, production, and production results) and
assztl:latngt em hW'; t_edgause z;:n Sho ution Od e statements prepared for decision-making according to
Er?_ em. h eseaﬁc a’:a indicate that the respon enhts categories: employees, methods, technique, technologies,
oe '?Ve that a fer;:p oye%s (;nustd pﬁrtlmpate In e to0ls, measurements, and environment. The respondents
implementation of the standard, and the manager Must .4 {4 eyaluate each statement according to the Likert
interest and indicate specifically what changes await the ¢ 10 _ from 1 - completely disagree to 5 - completely
employees (Kriksciniene, ~ 2008). Different ,506  The Cronbach's alpha coefficients of the

understanding  of product qgality a_ssurancef Ey questionnaire range from 0.762 to 0.822, so the reliability
MANAGERS and EXECUTORS is becoming one of the 5 o ficient. The obtained research data were processed

most common problems in manufacturing companies in with SPSS and EXEL programs
Lithuania. '

Today and always, to survive in the market, it is
important to be superior to your competitors, and this can
be achieved through a quality product. It is necessary to
ensure the quality of the processes and the product, which
is one of the main characteristics of product quality, due
to which consumers will always choose products of that
company. It is understood as an initiative aimed at
meeting consumer needs through product quality. To
meet the needs of consumers, the organization must
constantly improve its activities in terms of quality.

Vadyba / Journal of Management, Vol. 39, No. 2 2023, 15-22.
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The research was conducted (in June 2023) in large
furniture manufacturing companies in the Klaipeda
region.

Theoretical background.

The competition is increasing day by day. It is
becoming increasingly difficult for companies to
convince consumers that the product they are selling is of
high quality. A product is a good, service, or idea
obtained through an exchange. It can be a tangible or
intangible  measure, including functional, social
psychological measures or benefits (lvanauskas, 2014).
Product quality assurance is one of the goals of every
manufacturing company. The right quality is not
necessarily the best quality. It is determined based on the
summary of necessary costs, technical characteristics of
the product, taking into account the specific requirements
of users, etc. (Giedraitis, 2015).

According to Martinkiené, J., Valackiené, A.,
Vaiks$noras, M. (2021), analysis of the concept of
empowerment explicitly shows that human resources in
the organization are empowered by the leader;
empowerment depends on management style, character of
impact on employees and style of behaviour. Employee
empowerment in the organization should be a continuous
process depending on the management traits and qualities
of the leader and through various tools provided by the
leader to employees: required information, various
trainings, employee promotion and motivation would
develop an empowered employee, who is able to address
various encountered problems much more promptly in a
self- directed way, to offer various problem solving

methods and to strive for the aims and objectives set by
the organization.

Quality can be understood "as compliance with the
requirements of standards and specifications, suitability
for use, degree of satisfaction of customer needs"
(Mikulis, 2007). The emergence of quality as an
important element allowed to change not only business
and/or industrial processes but also the mindset of people.
More and more attention is being paid to ensuring quality
and requirements when creating products, but little
attention has been paid to the efficiency of the entire
production process without degrading the quality
requirements of the product. In the hierarchical system of
quality criteria, the role of management is very clearly
revealed, where data managed by managers and
information about product quality assurance conveyed to
executives is one of the priorities in the organization.

There are two groups of requirements for product
quality assurance. The first group includes conditions
about the buyer's wishes - requirements for the product.
The other group consists of the requirements that must be
maintained in the production processes in order to ensure
that the product meets the needs of the customers. The
abundance of technology and the vast number of ways it
can be used in production creates many problems.

At the moment, the list of problems is narrowing
when manufacturing more and more complex products in
Lithuania, and the basis of everything is product quality
assurance in manufacturing. A process is carried out
related to a person's desire to solve a certain product
quality problem or opportunity that he has recognized and
perceived (Table 1).

Table 1. Common product quality issues

Product quality issues

Description of the problem

Authors

1. Defects and variability

Defective products and differences in product quality
can lead to customer dissatisfaction and increased
costs.

(You, DalBianco, Lin & Amankwah-Amoah,
2019); (Drejeris & Drejjeriene, 2019)

2. Process inefficiency

Inefficient manufacturing processes can lead to
waste, delays and reduced product quality.

(Heavin & Power, 2018)

3. Technological errors

Imperfection of technological equipment, failures,
and human tuning errors.

(Wang etal., 2015); (Ramilo & Embi, 2014).
(Deloitte, 2019)

4. Supply chain issues

Quality issues can arise from problems in the supply
chain, such as substandard raw materials or
components.

(Heavin & Power, 2018).

5. Insufficient communication

Poor communication between different departments
or teams can lead to misunderstandings and quality
problems.

(Leichteris et al., 2018)

6. Lack of training

Inadequate employee training can lead to errors and

(Bagdzitinaite et al., 2019); (Albukhitan, 2020);

quality deficiencies.

(Wang et al., 2016)

The causes of problems (Table 1) are grouped into
general categories to identify the sources of these causes.
Typically, these categories include people, methods,
techniques, tools, measurements, and environment (Gifu
et al., 2014). Before any transformations, it is necessary
to see for yourself how the employees perform one or
another process (Ranonyté, 2014). According to V.
Howell (2015), it is the involvement of the entire
organization. A. Ranonytés, (2014), it is useful to
measure and describe the processes, because it allows to
review of the entire value chain.

According to Martinkieng, J., Vaik$noras, M. (2019),
to successfully implement the aims and objectives of

organization it shall be led by the leader, who possesses
managerial competencies, i.e. — the leader, who predicts
and clearly formulates the direction to be pursued by the
organization.

According to V. Howell (2015), standardization of
work increases efficiency, so it becomes possible to do
the same work with fewer people. However, it is
necessary to refrain from a hasty desire to abandon freed
resources, because the first efficiency improvement
project will also become the last. Employees would
simply not get involved in them (Ranonyté, 2014). It is
necessary to receive feedback in order to evaluate the
benefits of the change (Ranonyte, 2014).
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According to Martinkiené, J., Giedraitis, A.,
Vaik$noras, M. (2016) in the business world, it’s
important for business companies to be able timely
respond not only to ongoing external changes, but also to
internal ones.

According Cuhadar, S., Rudnak, I. (2022) well-being
and feelings of employee are the essential for managers.
Organizational profit: it is essential to drive a business for
success. Employee’s engagement: it is associated with
how strong commitment employee have for organization.
Knowledge sharing culture: it implies organizational
culture that supports free exchange knowledge,
information between employees and it is essential to
drive a business based on sustainable leadership criteria.

Improving overall administrative performance reduces

employees understand how much work can be done in the
same amount of time and with the same employee
resources, while simultaneously improving work
productivity, quality, costs, work morale, and customer
satisfaction ~ (Oppenheim,  2015). By  correctly
communicating with the organization's team on various
issues, sharing information can create a strong internal
culture of the organization and ensure continuous
learning (Pocitit¢ and V. JanuSauskiené, 2005). The
ability to solve product quality problems is an integral
part of improving the production process. A necessary
prerequisite for decision-making is the ability to choose
from several possible alternatives of future behavior or
actions (Table 2).

the number of errors. Company management and
Table2 . Possible solutions for product quality issues
Means Description Authors
Quality management | Implementing quality management systems such as ISO 9001 can help standardize processes
: Sharma, D. S. (2005)
systems and ensure that quality standards are met.
Statistical process | Using statistical methods to monitor and control processes can reduce variability and prevent | Serafinas, D. Ruzelé, D.
management (SPV): defects. (2014)
Data-driven decision | Using data and analytics to monitor processes and make informed decisions can help ensure | Schildkamp, K. ir
making more effective quality management. Datnow, A. (2020)

Root cause analysis

Identifying and addressing the root causes of quality problems using tools such as Fishbone
Diagrams or 5 Causes can prevent recurrence.

Drejeris, R., &
Drejjeriené E. (2019)

Cross-functional
cooperation

Encouraging cross-departmental collaboration can improve communication and better align
guality goals.

Niederkorn, M., Ruffini,
C. (2008).

Supplier quality | Ensuring that suppliers meet quality standards through audits and collaborative improvement | Schildkamp, K. ir
management: efforts can prevent quality problems. Datnow, A. (2020)
Automation and | The introduction of automation and advanced technology can improve the consistency and | Smith, T. M. (2015)

technologies.

accuracy of manufacturing processes.

Inclusion of customer

Collecting customer feedback and incorporating it into product development can lead to

Schildkamp, K. ir

feedback. better product design and quality.

Datnow, A. (2020)

Continuous
improvement.

process

Encouraging a culture of continuous improvement using methods such as Lean or Six Sigma
can help to systematically solve problems and reduce waste.

Howell, V. W. (2015)

Each solution to product quality problems (Figure 2)
is the identification and selection of a course of action to
solve a specific problem. In Tables 1 and 2, the specifics
of the problems and solutions can vary greatly depending
on the product type and organizational context.
Therefore, it is recommended to adhere to the
combination of low production costs and high quality of
your product and service (Giedraitis, 2015).

In some organizations, responsibility for product
quality falls under the specific responsibilities of
MANAGERS. EXECUTORS "“individually" cannot be
held responsible for product quality issues and cannot be
authorized to assume full responsibility without resolving
all issues of concern to them. Therefore, it needs to be
constantly checked. All employees of the organization
(MANAGERS and EXECUTORS) are different, so their
internal motives are also different. Researchers and
practitioners in manufacturing companies continue to
explore and apply these concepts to address evolving
manufacturing and product quality issues.
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Research results

The statements evaluated from the test, the first block,
show that there is no significant difference between the
ratings of MANAGERS and EXECUTORS (Figure 1).
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| stop the malfunctioning production equipment and wait for the

manager's decisions

| stop malfunctioning technological equipment after noticing

changes in product quality

| solve the inappropriate quality of the product after noticing the
deviations of the technological modes

| get assignments on time and with quality requirements

| determine the inappropriate quality of the product according to

the requirements

| determine the inappropriate quality of the product based on the
information and documentation provided by the manager

When identifying improperly used materials and raw materials, |
can make decisions independently

| determine the inappropriate quality of the product based on my

knowledge

| identify the poor quality of the product as a consumer

| determine the inappropriate quality of the product according to
the requirements given to me and inform the manager about the...

I am encouraged by the decent quality of the product - 3,6

I am responsible for the quality of the product (parts, workpiece,

product).

I know how to recognize the wrong quality of the product

M Executors

I
35"

I
37°

a1

I
Y

Managers

Fig. 1. The relevance of product quality in the stage of preparation for production

Research data (Fig 1) revealed that MANAGERS are
reluctant to stop the malfunctioning production
equipment and to wait for the direct manager's decisions
(x-3.3). Waiting for above managerial approval in such
situations can lead to unacceptable risks. Continuing to
operate malfunctioning equipment can exacerbate the
problem and lead to further damage or increased
downtime. In some cases, immediate action is required to
address emergencies, such as equipment overheating,
electrical faults, or fires. Stopping the equipment
promptly can lead to quicker resolutions and less
production disruption. In order to change this situation, it
is necessary to empower the responsible manager as well
as monitor the operating equipment and, if necessary,
make a decision to stop it.

Another important indicator is that EXECUTORS are
not explicitly granted decision-making authority in
quality matters (x-3.1), including materials management.
This can occur when management does not trust their
judgment and expertise. Decision-making authority
regarding materials usage might rest with only higher-

level managers or departments specializing in
procurement, inventory management, or production.
EXECUTORS often have defined roles and

responsibilities within an organization, and their authority
may be limited to specific tasks or processes. Also,
EXECUTORS may not possess the necessary expertise

18

and might rely on managers or experts in these areas.
EXECUTORS might be risk-averse when it comes to
making decisions that can have financial or operational
implications. Incorrect decisions regarding materials
usage can lead to waste, increased costs, or disruptions in
production. EXECUTORS may feel ill-equipped to
evaluate all the potential impacts and may hesitate to
make decisions without a comprehensive understanding
of the situation. EXECUTORS may not have access to
the necessary resources, data, or tools needed to evaluate
and address materials usage issues effectively.

In urgent situations where improper materials usage
poses an immediate threat to production, quality, or
safety, EXECUTORS may need to step in and make
quick decisions to mitigate the risk, regardless of their
managerial structure.

In the second block, the statements evaluated show
the opinions of MANAGERS AND EXECUTORS about
actions on product quality issues in the production
process. The presented data (Figure 2) show that the
opinions of MANAGERS AND EXECUTORS differ
more.
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I feel encouraged by my manager to make decisions on my own ' 3,3
I have the right to act without reference to the manager EG_—=—=———— 2,5

I am authorized to make decisions ' EG_—_—_—_— 3,

I make changes and inform the manager after making them

I solve the problems that arise by informing the manager about it

| carry out tasks with responsibility for the consequences

I make decisions with the permission of the manager in advance
I make decisions only by delegating to the manager with the..

| make decisions only when the established requirements are clear
I do not make decisions if they do not meet the general..

I know for which areas and tasks I am not responsible or related..

I clearly understand when I do not have the right to make..—s 4,1
’

M Executors

4,4
3,9

4,5
E— 4
—’7 4,2

I
4'14,6

q’ 3,8
q’ 4
q 4,2
—,I 4,3

I
44,2

0 2 4

Managers

Fig. 2. The relevance of product quality in the production process

According to the research data presented in Table 2, it
can be stated that MANAGERS do not receive
permission for decision-making in advance (x=2.3), even
if the necessary information is agreed in advance (x=2.5)
and the requirements for decision-making are not clear
(x=2.8). It implies that MANAGERS may not have clear
guidelines or criteria to follow when making decisions.
Even if they have the necessary information and have
reached agreements on it, there is a lack of clarity in the
decision-making requirements, and they are still unable to
make decisions without prior permission or approval. In
other words, they are not allowed to make decisions
without seeking prior approval or permission. This could
imply bureaucratic or hierarchical constraints within the
organization that hinder efficient decision-making by
MANAGERS.
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Another statement "I have the right to act without
reference to the manager" revealed that the EXECUTOR
does not have the right to act independently (x=2.5)
because he does not have the authority to do so. This one
of the most common consequences is delayed decision-
making. EXECUTORS must wait for managerial input,
which can slow down operations and impact productivity,
especially in fast-paced environments. MANAGERS may
be concerned about the potential risks associated with
allowing executors to make independent decisions. They
may believe that centralized decision-making reduces the
likelihood of errors or costly mistakes. In some cases,
MANAGERS might want to maintain control to ensure
accountability. They may want to be directly responsible
for decisions to track and assess their outcomes. When
employees are discouraged from making decisions
independently, it can stifle innovation and creativity
within the organization.

In the third block, the end of the production process,
the opinions of MANAGERS and EXECUTORS differ in
the evaluation of the statements as well (Figure 3).
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When | make decisions independently, | realize that the manager

that helps to improve my abilities 43
I'am encouraged by the manager to be innovative and make G 3 5

decisions based on risk assessment 44
| thrive on being part of the decision-making process 4 4,3

For me, a manager helps me understand how my goals, activities, 3,8
and performance relate to the organization's goals, which... 44

I have various incentives for making good decisionsand solving - ———— 3
production problems 3,8
| feel the inner satisfaction of making the right decisions 4,1 4,6

| make appropriate decisions that guarantee a good final result
when the manager shares experience or other information with me
I know that the permission given by the manager to make my own
decisions guarantees a good end result - a quality product
I believe that all my decisions, working with various technologies
in the production process, guarantee a good final result
By making individual decisions, | strengthen my skills, which
allows me to improve the quality of the product
| make appropriate decisions to improve product quality when the
manager shares experience or other information with me
When making individual decisions, | am guided by the
documentation and improve the quality of the product

W Executors

o

Managers

Fig. 3. The relevance of product quality at the end of the production process

To another statement "I have various incentives for
making good decisions and solving production
problems”, MANAGERS and EXECUTERS answered
differently - MANAGERS x=3.8 and EXECUTERS
x=3.0.

This means MANAGERS and EXECUTORS do not
have clear performance goals related to decision-making
and problem-solving, and they may not feel motivated to
improve in these areas. When the impact of good
decisions and effective problem-solving is not
measurable or timely feedback is not provided,
employees may not see the value of these activities.

If performers fear punishment or negative
consequences for mistakes, they may avoid taking risks,
even if those risks are necessary for innovation and
effective problem-solving. Lacking the necessary skills
and knowledge can make it difficult for implementers to
make good decisions and solve problems effectively.
Poor communication and collaboration can hinder the
sharing of ideas and the collective effort needed for
effective  decision-making and  problem-solving.
Solutions can be recommended to change the situation:
Establish clear, measurable goals related to the quality of
solutions, the effectiveness of problem-solving, and their
impact on production results; Invest in training and

20

development programs that improve decision-making and
problem-solving skills at all levels of the organization;
Provide opportunities for continuous learning, mentoring,
and coaching; To promote open communication channels
and collaborative platforms that encourage the exchange
of insights and ideas; To implement a performance
appraisal system that tracks the results of decisions and
problem-solving efforts. To provide regular feedback and
use performance data to improve.

In summary, motivating MANAGERS and
EXECUTORS to make good decisions and solve
production problems requires a combination of clear
goals, an enabling culture, training, empowerment,
effective communication, measurement, and alignment
with organizational goals. By addressing these factors,
organizations can motivate their employees to excel in
these critical areas and drive continuous improvement.

Conclusions

The quality systems developed by the companies
allow to ensure compliance of the product production
processes with the requirements of the interested parties.
The understanding of product quality and the application
of the quality system in the processes are becoming more
and more modern and all-encompassing. With a strategic
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understanding of the importance of quality and its
continuous supervision, it is necessary to involve people
who know their field in the assessment, support, and
improvement of this area - both MANAGERS and
EXECUTORS.

Decision-making often requires access to real-time
data, analytics, and resources that are typically managed
by relevant departments or MANAGERS. Expected, that
EXECUTORS follow established procedures and report
issues to their MANAGERS.

Organizations must empower their  frontline
employees with the authority and training to make
decisions related to equipment operation and
maintenance. In such cases, EXECUTORS are expected
to exercise their judgment and expertise to keep
operations running smoothly. Organizations that embrace
a culture of continuous improvement encourage
employees at all levels to identify and address operational
inefficiencies. EXECUTORS may view stopping
malfunctioning equipment as a way to contribute to this
culture and enhance overall productivity.

An organization values MANAGERS and
EXECUTORS differently in terms of innovation and risk
assessment and disproportionately rewards MANAGERS
for these skills, it can lead to a variety of consequences.
While it may encourage managerial innovation and
calculated risk-taking, it can also create hierarchical
divides, stifle creativity among EXECUTORS, and limit
the organization's ability to adapt and innovate at all
levels. Striking a balance and recognizing and nurturing
innovation and risk assessment capabilities in all roles
can be key to fostering a culture of innovation and
ensuring the organization's long-term success.

To address these challenges, some organizations are
moving toward more decentralized decision-making,
empowering their employees to make informed choices
within established guidelines. This approach can lead to
increased agility, improved employee engagement, and
more effective problem-solving. However, it also requires
a culture shift and investment in training and
development to ensure that employees are equipped to
make responsible decisions independently.

The general perspective of managers and executors in
solving product quality problems and making decisions to
eliminate them include a shared understanding of quality
standards, effective communication, data-driven decision-
making, empowerment, a commitment to continuous
improvement, problem-solving skills, resource allocation,
risk management, ongoing training, customer focus, and
documentation. By working collaboratively and
emphasizing these factors, organizations can effectively
address and prevent quality issues.
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DIGITAL TECHNOLOGIES AS A FACTOR OF NATIONAL SECURITY OF
UKRAINE

Anna Zadorozhna
Ivan Franko National University of Lviv

Abstract

Digitalization has a significant impact on the sovereignty of the state and its national security. In its turn, national security determines the
measures and requirements that apply to the informatization of society and information security. The relationship between national security and
digitalization means that one cannot talk about national security without taking into account the degree of digitalization of the country. The
problems of digitalization of Ukraine has been researched by many authors. However, it takes on special significance now that national security
is becoming especially important for the country. The purpose of the study is to estimate the state of digital development of Ukraine and the
cyber threats that the country has experienced and formulate basic recommendations for the further digital development of Ukraine. The author
examines the issue of digitalization from the point of view of strengthening Ukraine’s position on the world stage, and those dangerous moments
of digitalization that may appear in the case of military aggression. The author analyzes various indicators of digitalization as well as the state’s
contribution to the development of information and communication technologies. In particular, Ukraine improved its position according to the
generalized indicator of the level of development of information and communication technologies NRI from 71st place in 2015 to 50th place in
2022. Calculations showed that in recent years the state did not allocate enough budget funds to the field of information and communication
technologies. A different situation is observed for the private sector in 2019-2021 — the share of capital investments from internal sources of
enterprises and organizations in the “Information and Telecommunications” section exceeds the average level of capital investments disbursed
from such sources in the whole economy. The downside of digitalization is the increase in cyber attacks with the spread of information and
communication technologies. The work examines those examples of cyber attacks that Ukraine has experienced since the beginning of Russian
aggression. In the context of hostilities, Ukraine needs to increase the level of cyber protection, because the country is not among the top ten
countries in the world with the highest GCI score.

Keywords: digitalization, digital economy, national security, cybersecurity, capital investment, Internet, digitization development i ndicators, new
economy.

Information security is of particular importance and
can have a significant impact on the military security of
the state and its existence as a whole. This is due to the
development and active use of innovative technologies
and modern information systems in human activity, and

Introduction

National security is a broad concept that means a set
of measures to ensure and preserve the nation. Every
nation that wants to preserve its identity, its culture and

the territory on which it has formed a state must pay
significant attention to ensuring national security.
National security is one of the required factors for the
existence of a state. It ensures stability in the existence of
the state and society, promotes their gradual development
by preventing, identifying and neutralizing threats to the
state.

In today’s world, digitalization has an impact on all
areas of social development. It determines the progress of
the state’s development, including in the economic
sphere. Active implementation of information and
communication technologies promotes to long-term
growth of the national economy, increasing the level of
public administration, and improving health and
education.

The widespread use of digitalization also affects the
sovereignty of the state, its national security. In its turn,
national security determines the measures and
requirements that apply to the informatization of society
and information security. Without a national policy for
organizing the protection of information resources, there
can be no national security. Therefore, national security
and digitalization are interconnected.

the acquisition by an information resource of the role of a
strategic resource of the country.

In a broad sense, information security is a set of
measures aimed at ensuring the security of information
from unauthorized access, use, disclosure, destruction,
modification,  review, inspection, recording or
destruction.

A new stage in the development of information
security can be called cybersecurity, which in a simplified
formulation can be defined as the security of an
exclusively digital environment. The goal of
cybersecurity is to develop and use methods and practices
to protect digital data, networks, computer systems,
servers, software and hardware, and mobile devices from
intruders.

The purpose of the work is to analyze the state of
digital development of Ukraine and the cyber threats that
the country has experienced and formulate basic
recommendations for the further digital development of
Ukraine.

The object of research is digital technologies. The
subject of the study is the impact of digital technologies
on national security.

Vadyba / Journal of Management, Vol. 39, No. 2 2023, 23-29.
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Literature Review

The role of technology in the development of a
society, changes in the development cycles of productive
forces over a significant period of time were studied in
(Melnyk, Dehtyarova, et al., 2019), where the positive
and negative features of the implementation of disruptive
technologies were noted. The work emphasized that
digital technologies are one of the factors that improve
economic development.

Many publications are devoted to the problems of the
emergence and development of the “new” economy, the
peculiarities of its formation. The authors (Dziatkovskii,
Hryneuski, et al., 2021; Gobble, 2018) investigate the
principles of digitalization of the economy and emphasize
the need to attract both public and private investment in
the digital economy also. According to the authors, the
position of the state is important — the development of
specific measures of state support of the economy
digitalization.

General questions of business process management in
the context of digital transformation were studied in
(Stjepic, et al., 2020). It is indicated, that digitalization is
more focused on customers who require high quality of
services offered. The need for greater process flexibility
leads to the appearance of new business models in
organizations.

According to V. Koibichuk, N. Ostrovska (2021), the
use of digital communication platforms for making
purchases on the Internet is of particular importance. R.
Bacik et al. (2020) showed that today's consumers prefer
to make purchases on the Internet, in particular, using
mobile devices. By using digital channels of
communication with consumers in their activities,
businesses can increase the level of profitability (Bacik,
et al., 2020).

Some authors note that attention needs to be paid to
the security and protection of consumer data when
digitalizing business processes (Skrynnyk, 2020). At the
same time, the digitalization process is considered as one
of the most important areas of managing the development
of an organization. This aspect also examines the impact
of innovative information and communication
technologies on employee performance (Alyoubi, Yamin,
2019).

In particular, the authors evaluate the advantages and
disadvantages of ICT for organizations. G. Pajtinkova
Bartakova, K. Gubiniova et al. (2017) assessed the
potential and ease of use of social networks for employers
— representatives of small and medium-sized businesses.
The authors showed that the use of digital technologies
makes it easier for SMEs to recruit staff through social
networks. The issues discussed in our article are also, to a
certain extent, related to the articles by Yanyshyn (2019)
and Yu. Harust (2019).

Studying the creation of value for customers in the
case of small businesses (using the example of the
fashion, furniture and food industries), the authors
(Matarazzo, Penco, et al., 2021) concluded that
neglecting of digitization in the work of medium and
small businesses can cause bankruptcy and closure of
companies. They have shown, that digital transformation
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causes a change in the business model and customer
value creation processes.

The problem of the correct organization of financial

security is considered in the work (Koibichuk, Dotsenko,
2023). A group of clusters has been formed that
characterizes their methods and technologies for
detecting cyber threats. This allowed the authors to
provide comprehensive recommendations for organizing
cybersecurity in financial institutions, as well as note the
annual growth of the global cybersecurity market.
2022), the digitalization of business strongly depends on
the general level of digitalization of the country. The
latter depends on various factors, including financial
investments in network infrastructure. The authors of
(Simonavi¢iaté, Navickas, 2022) found problematic
points in the digitalization of Lithuania and noted the
importance of achieving a high level of connectivity (5G)
in the country.

The importance of a high level of communication
(5G) is shown in work (Akpan, Ibidunni, 2021), where
the influence of various generations of network
technologies up to and including 5G on the rate of
industry digitization and intelligent automation was
studied. It is indicated, what opportunities can be
provided by 5G communication for the further
development of various industries, including smart
industries, 10T, automobiles, smart cities and healthcare.

The need for comprehensive digitalization and
implementation of ICT, the ability to use IT skills
imposes its requirements on the development of society
and its education. Thus, in work (Eva Gorgényi Hegyes,
et al.,, 2017), using the example of Hungary, the
importance of developing of digital skills for the further
development of the country’s “new economy” is shown.

One of the factors that determine the success of the
implementation of digital technologies and the
development of society and the country in general is the
level of human development. The latter takes into account
many components — literacy level, life expectancy,
standard of living. To find the Human Development
Index (HDI), for example, a mathematical-statistical
method is used, as in (Masarova, Husarova, 2013). A
more detailed analysis of the role of human capital in the
development of the economy and society in the context of
information technologies is contained in (Vojtovi¢,
Karbach, 2014). In the context of the global digitalization
of all spheres of life, the authors (Vojtovi¢, Karbach,
2014) pay considerable attention to the problems of
digitalization of Ukraine.

Attempts to estimate the quality of life in Ukraine
were made in (Boronos, Plikus, et al., 2018), where the
authors proposed a model for the digital transformation of
the economy and society. Having decomposed the digital
space into three components — business, education and
science, state and society, the authors monitored the
readiness of the components for digital changes and the
use of information and communication technologies.
Using this methodology, it is shown that in 2015 Ukraine
lagged significantly behind in digital quality of life.

An assessment of the prospects that digital
technologies can provide is made in (Pecheranskyi,
Revenko, 2019). The authors focus on attempts to
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overcome the post-Soviet past and make a technological
breakthrough. To do this, the authors analyzed the
experience of using advanced information and
communication technologies in the digital economy of
the advanced countries of the world. They recommend to
create a technological infrastructure, teach digital skills
and information security to personnel, create digital
platforms and develop a legal framework. In this context,
the work (Kaminsky, Korzachenko, et al., 2017) is of
interest, in which the prospects for creating an innovative
public cloud platform are considered, which will allow
Ukraine to provide all government services and
innovative services.

A comparative analysis of the level of digitalization
and its impact on the economies of Ukraine and Poland
was carried out in (Melnyk, Shchehliuk, et al., 2021).
Research results indicate the strong impact of
digitalization on economic growth and innovation. The
work suggests ways to improve digitalization - invest
more in the development of the information and
telecommunications infrastructure of the regions, reduce
the gap between the rural and urban populations. Great
importance is also attached to the human factor — the
growth of digital literacy of the population, as well as
cybersecurity.

A study of the state of digitalization of Ukraine was
also carried out in (Samoilovych, Garafonova, et al.,
2021). It emphasizes the need for systemic action from
the state.

In order to increase the level of digital skills and
ensure high-quality human capital, significant attention
must be paid to education. This problem is discussed in
article (Djakona, Kholiavko, et al., 2021), where, using
the example of Latvia, the influence of higher education
on the dynamics of the information economy is studied
and recommendations are given for the further
digitalization of Ukraine.

The authors of work (Sembekov, Tazhbayev, et al.,
2021), dedicated to digital modernization in Kazakhstan,
also come to conclusions similar to those in
(Samoilovych, et al., 2021; Djakona, et al., 2021). They
link the development of the digital economy with the

availability of digital communications, the development
of digital literacy and the level of e-government.

Methodology

In order to estimate the level of digitalization of the
economy, data from the State Statistics Service of
Ukraine was used. The volumes of capital investments
and their share in the Ukrainian economy as a whole and
in the section “Information and telecommunications”
have been calculated. Data on the Networked Readiness
Index (NRI) were taken from the website of the
Portulance Institute, an independent, non-professional,
non-specialized research and educational institute based
in Washington DC (Portulance Institute).

The wuse of information and communication
technologies determines cybersecurity questions. The
latter is closely related to the secrecy of information,
especially during hostilities. However, some of the data
on cyber attacks was made public on the CyberPeace
Institute website, which tracks cyber attacks in times of
conflict. In addition, data from the Statista website was
used as well as an official information about cybercrimes
against Ukraine and attempts to prevent them.

Research Results

The digital economy refers to an economy that
depends on ICT. In particular, in order to estimate the
state of informatization of the country and the economy,
some e-indices can be used. We will consider the
Networked Readiness Index (NRI) — a generalized
indicator that characterizes the level of ICT development
in the countries of the world. The advantage of NRI is
that it is calculated on the basis of 64 different
assessments, and therefore it quite comprehensively
reflects areas such as “Technology”, “People”,
“Governance”, “Impact”.

Ukraine is improving the value of the Networked
Readiness Index and continues to increasingly introduce
network and digital technologies into its economy.
According to data (Portulance Institute), Ukraine rose
from 71st place in 2015 to 50th place in 2022 in terms of
ICT influence (by network readiness).

Table 1. The Network Readiness Index (NRI) of Ukraine (100 = Best)

Year Rank Score Total number of Technology People Governance Impact
countries

2019 67 48.92 121 43.01 42.05 58.32 52.31

2020 64 49.43 134 41.51 48.87 58.19 49.16

2021 53 55.70 130 49.20 54.29 58.93 60.40

2022 50 55.71 131 50.52 54.43 60.81 57.08

Source: Portulance Institute

To analyze the state policy of Ukraine regarding the
spread of information and communication technologies,
let’s turn to the statistical data on the volume of capital
investments by sources of financing (by types of
economic activity) (Table 2) (State Statistics Service of
Ukraine).

As it can be seen, in 2020-2021 capital investments
were financed from budget resources in the amount of
19 % and 18 % of their total volume, respectively (from
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all sources of financing), as opposed to 2018-2019 (13 %
and 14 % respectively). At the same time, the share of
budget capital investments in the “Information and
Telecommunications” section for 2020 is more than
6 times lower (2.7%) with the share of budget financing
of capital investments in the economy as a whole (19 %).
And only in 2021 the situation becomes the same as in
2019 — the share of budgetary capital investments in the
section “Information and telecommunications” is 3 times
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less (4.8 %) than the share of budgetary financing of
capital investments in general economy (18 %). For these
purposes, in 2020-2021 the share of capital investments
amounted to 67.0 and 68.6% of the total costs at the
expense of internal enterprises and organizations (non-
budgetary expenses).

As can be seen in table2, the share of capital
investments from internal sources of enterprises and
organizations (non-budgetary funds) in the section
“Information and telecommunications” in 2020-2021
exceeds the average level of capital investments
disbursed from such sources in the economy (85 and 83%
versus 67 and 68.6% respectively).

Table 2. Volumes and structure of capital investments by sources of financing in the economy of Ukraine and in the
section “Information and telecommunications” in 2019-2021

Including at the expense Share of capital
Total used own funds of Share of capital investments from
Years Code _ capital budget | EMterprisesand | investments from internal sources of
investments, ge organizations budaet funds enterprises and
billion UAH funds (non-budgetary 9 organizations (non-
funds) budgetary funds)
in general for the 624.0 87.3 408.3 14 % 65 %
economy
2019 in the section
“Information and 211 0.80 18.4 4% 87 %
telecommunications”
in general for the
economy 419,8 80.1 279.3 19% 67 %
2020 in the section
“Information and 211 0.57 17.85 2.7% 85 %
telecommunications”
in general for the
economy 528.8 92.8 362.7 18 % 68.6 %
2021 in the section
“Information and 20.1 0.96 16.7 4.8 % 83 %
telecommunications”

Source: calculated from the data (Website of the State Statistics Service of Ukraine)

Using the data in table 3, we can conclude that the
share of capital investments in the “Information and
Telecommunications™ section in the structure of capital
investments in the economy in 2020-2021 was 5.0 and
3.8%, respectively. At the same time, enterprises and
organizations allocated 6.4 and 4.6% of the total amount
of financial resources that were allocated for capital
investments in the respective years to capital investments
in the “Information and Telecommunications” section at
the expense of their own funds, while only 0.7 and 1.0 %
were allocated from budget funds respectively.

Up to 90% of enterprises in Ukraine have access to
the Internet (Table 3), while only 10 % of enterprises use
cloud computing services. The authors (Pecheranskyi,
Revenko, 2019; Kaminsky, et al., 2017) pointed out the
same problem when they noted the need for more active
use of cloud platforms in Ukraine.

An important priority for digital transformation is
digital inclusion, so that all citizens can use government
electronic services without limitation. The increased level
of digitalization also means more active and simplified
interaction between communities and government
authorities, for which the e-Government system has been
introduced in Ukraine. Despite the fact, that Ukraine
belongs to the category of European countries with lower
middle income, since 2012 it has gone from an average
level of EGDI to a very high E-Government
Development Index.

Table 3. The use of information and communication
technologies at enterprises of Ukraine by types
of economic activity (% of the total number of

enterprises)

Type of service 2018 2019 2021
access to the Internet 88 86.4 86.6
website 35.6 35.2 35.3
cloud computing services 9.8 10.3 10.2
Source: Website of the State Statistics Service of
Ukraine.

As can be seen from Table 4, it was the high Human
Capital Component that ensured the average and high
value of EGDI in 2014-2018. From 2020 there is a
significant increase in the Online Service Component,
and the telecommunication infrastructure is also
improving (up to 0.727), which allows to estimate the
level of EGDI as very high.

At the same time, when talking about digitalization,
one should not forget about its reverse side - the increase
in the number of cyber attacks with the spread of
information and communication technologies. A lot of
attention is devoted to the problem of studying of the
development peculiarities and trends of cyber security. In
particular, a generalized Global Cybersecurity Index
(GCI) was introduced to estimate the level of cyber
security of countries. It includes legal, technical and
organizational measures to ensure cyber security, and
also takes into account such indicators as building of the
potential of the state and its international cooperation.
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Table 4. E-Government Index of Ukraine

Year Rank EGDI EGDI Online Telecomm. Human
level Service Infrustructure Capital Component
Component Component
2014 87 middle 0.5032 0.2677 0.3802 0.8616
2016 62 high 0.6076 0.5870 0.3968 0.8390
2018 82 high 0.6165 0.5694 0.4364 0.8436
2020 69 high 0.7119 0.6824 0.5942 0.8591
2022 46 very high 0.9211 0.8148 0.7270 0.8669

Source: Unated Nations: Department of Economic and Social AffairsPublic Institutions

According to the report (Statista), the United States
has the highest level of cybersecurity in the world in 2020
(GCI=100), the second and third places are occupied by
the UK and Saudi Arabia, respectively, and Estonia is in
fourth place. It should be noted, that the list of
10 countries with a high GCI rating includes countries
from the East and Asia also. As for Ukraine, in 2020 it
did not enter the top ten countries in the world with the
highest GCI index. At the same time, it would be
incorrect to claim that Ukraine does not take sufficient
measures to guarantee its cyber security. Thus, the level
of protection of management system of Ukraine’s power
system at the time of the 2015-2016 attacks was at such a
level that it required cybercriminals to prepare for a long
time and implement a multi-stage action plan.

The cybersecurity situation in Ukraine has become
especially important since the proclamation of the anti-
terrorism operation (ATO) and has become critically
significant since the full-scale aggression of Russia.

The effectiveness of cyber attacks is evidenced by the
failure of the Ukrainian energy system in 2015 and 2016.
Then, within six hours, many users were de-energized
using a whole system of measures. This was preceded by
complex and lengthy preparation for a massive attack:
infection of computer networks of energy
companies;
intervention in work of automated distance control
systems;

— development of malicious programs
replacements of industrial programs with them;
destruction of information on servers used by
energy companies;
disabling call centers for customer service.

As the leadership of the Cybersecurity and
Infrastructure Security Agency (CISA) notes, attacks on
the digital space of Ukraine were carried out in several
directions simultaneously — the spread of malicious
software, DDoS attacks and attacks on websites
(Fedorov).

The fact that cyberspace can become one of the
theaters of military operations, the criminality of the
Russian Federation’s intentions was stated in Decree of
the President of Ukraine No. 447/2021 of May 14, 2021:
“The Russian Federation remains one of the main sources
of threats to national and international cybersecurity, and
is actively implementing the concept information warfare
based on a combination of destructive actions in
cyberspace and information and  psychological
operations, the mechanisms of which are actively used in
the hybrid war against Ukraine. Such a destructive
activity creates a real threat of acts of cyberterrorism and
cybersabotage against the national information

and
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infrastructure”. The same Decree contained a list of
challenges and threats to Ukraine’s cybersecurity,
outlined the range of tasks for the further development of
the national cybersecurity system, noted the priorities for
ensuring it and the country’s strategic goals.

As the events of the beginning of 2022 showed, this
prediction of Russia’s aggressive actions, including in the
cyber direction, turned out to be correct. Even before the
beginning of the large-scale invasion, from January 13,
2022, repeated attacks were carried out on Public
administration (Campaign: Defacement of Ukraine
Government Websites, Attempt to Compromise a Foreign
Government Entity), ICT, nonprofit attacks (CyberPeace
Institute).

Only within 6 months of the start of the large-scale
invasion, Ukraine suffered 1123 hacker attacks and
continues to experience them further. In particular, on the
night of February 23-24, 2022, Russia attacked and
disabled the sectors of energy, transport, education,
medicine, government, public administration, and
finance. The websites of the Ministry of Defense of
Ukraine were also subject to aggressive hacker actions
(CyberPeace Institute).

On February 25, Russia carried out DDoS attacks on
news sites (media) and government administration,
websites of Ukrainian universities were broken, and
cyber attacks on border control points were continued.
Civilian users became targets of aggressive actions also,
for example, SunSeed and other malicious software were
distributed, and disinformation was occurred on the social
network Facebook. All these acts were designed to
disable the main political, military and social institutions
of the country, to cause panic and disorientation of
authorities, organizations and people.

Investigations based on intelligence data from the
UK, EU and Canada allowed the EU to gather evidence
and accuse Russia of deliberately cyberattacking
Ukraine’s satellite network an hour before the full-scale
invasion, which affected the infrastructure and users not
only of Ukraine, but also of other countries. Thus, we can
state that in the modern world, a military invasion of
another country is necessarily accompanied by an attempt
to invade its cyberspace, launching information attacks
and disabling the country’s main infrastructure.

The fact that cyber security is important for the
security of the country is also confirmed by the efforts of
the Russian Federation to attack the energy system of
Ukraine in October 2022 not only with missile attacks,
but also with massive cyber attacks on critical
infrastructure facilities, with the aim of complicating the
counteroffensive of the Ukrainian armed forces.
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Assessing the danger of cyberattacks from the
Russian Federation, the European Union decided to
allocate 29 million euros to strengthen countermeasures
against threats in cyberspace and digital space of Ukraing,
and held consultations on countering hostile attacks also.
At the same time, the scale of the Russian aggression may
reach such a level that DDoS attacks will be attempted on
the critical infrastructure of those EU countries that
support Ukraine in the war of liberation and are its allies.
Periodically, statements appear from various allies of
Ukraine about Russia’s attempts to attack and harm one
or another of their industries. The Government of
Ukraine, in its turn, by the Law of Ukraine “On
Amendments to Certain Laws of Ukraine to Ensure the
Formation and Implementation of State Policy in the
Sphere of Active Counteraction to Aggression in
Cyberspace” (No. 2470-1X dated July 28, 2022) granted
additional powers to the State Special Communications
Service.

The latter signed an international memorandum on
cooperation in the field of cyber security with the
Cybersecurity and Infrastructure Security Agency (CISA)
of the US Department of National Security. Threats to
digital security, which EU countries have observed on the
example of Russia's aggression against Ukraine, force
them to pay more attention to cyber security. An example
is Slovenia, which recently signed a memorandum of
understanding with Ukraine in the field of cyber security
and information protection.

Today, more than ever, Ukraine needs to take all
measures to counter cyberattacks for its sovereign future.
Such counteraction will be effective only under the
conditions of an integrated approach and requires
comprehensive assistance from the state.

Conclusions

An analysis of Ukraine’s digital development showed
that it improved its position according to the generalized
NRI e-indicator. In particular, it moved from 71st place in
2015 to 50th place in 2022 and continues to increasingly
incorporate networked and digital technologies into its
economy.

As the study showed, the state is insufficiently
financing the digitization process - the share of budget
capital investments in the “Information and
Telecommunications” section is 3 times less than the
share of budget financing of capital investments in the
economy as a whole in 2021. The opposite situation was
observed for private enterprises. However, there is a
problem that previous researchers have already
emphasized. Despite the high level of Internet access,
only a third of enterprises have websites, and only 10 %
use cloud computing platforms. The state should pay
more attention to the financing of the “Information and
Telecommunications™ section.

Among the advantages of Ukraine is the achievement
of a very high level of EGDI indicator (0.9211) for the
first time in recent years. It should be noted that if before
2022 Ukraine had a high level of EGDI, primarily due to
the high value of the Human Capital Component, then in
2022 the Online Service Component (0.8148) and the
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Telecommunication Infrustructure Component (0.727)
also showed high values.

Unfortunately, Ukraine lags behind the leading
countries in the world in cybersecurity level. So, if in
2015-2016 Ukraine provided a high level of protection
for the energy system management system, then a
different situation occurred in February 2022. A massive
attack on the country’s digital infrastructure by the
Russian Federation was carried out on all state websites
of Ukraine — websites of the energy, transport, education,
medicine, government, public administration, finance, the
Ministry of Defense on the first day of the war.

It is obvious, that countering massive enemy cyber
attacks requires a comprehensive approach and support
from the state. Further development of digital
technologies will allow Ukraine to improve the state of its
economy, accelerate social development, and strengthen
national security.

References

Akpan, I. J., & Ibidunni, A. S. (2021). Digitization and
technological transformation of small business for
sustainable development in the less developed and emerging
economies: a research note and call for papers. Journal of
Small Business & Entrepreneurship, 1-7.
https://doi.org/10.1080/08276331.2021.1924505

Alyoubi, B. A., Yamin, M. A. Y. (2019). The impact of task
technology fit on employee job performance. Marketing and
Management of Innovations, 4, 140-
159. https://doi.org/10.21272/mmi.2019.4-12

Bacik, R., Gavurova, B., Fedorko, R., & Olearova, M. (2020).
Using digital devices in the process of online shopping: a
study of demographic differences. Marketing and
Management of Innovations, 4, 154
167. https://doi.org/10.21272/mmi.2020.4-12

Boronos, V., Plikus, I., Aleksandrov, V., & Antoniuk, N.
(2018). Digital transformation of Ukraine: challenges of
theory and practice in implementation of digital quality of
life. Economic Annals-XXI, 172(7-8), 38-43.
https://doi.org/10.21003/ea.\VV172-07

Countries with the highest commitment to cyber security based

on the Global Cybersecurity Index (GCI) in 2020.
https://www.statista.com/statistics/733657/global-
cybersecurity-index-gci-countries/

CyberPeace Institute.

https://cyberconflicts.cyberpeaceinstitute.org/threats/attack-
details

Djakona, A., Kholiavko, N., Dubyna, M., Zhavoronok, A., &
Fedyshyn, M. (2021). Educational dominant of the
information economy development: a case of Latvia for
Ukraine. Economic Annals-XXI, 192(7—8(2)), 108-124.
https://doi.org/10.21003/ea.\V192-09

Dziatkovskii, A., Hryneuski, U., Dudov, A., & Krylova, A.
(2021). The economic impact of digitalization and the
creation of digital products on the development of the state.
Economic Annals-XXI, 193(9-10), 4-14.
https://doi.org/10.21003/ea.\VV193-01

Eva Gorgényi Hegyes, Ildikd Csapo, |., Maria Fekete Farkas.
(2017). Some aspects of digitalization and sustainability in
the European Union. Journal of Management, 2(31), 37—46.

Fedorov. https://www.ukrinform.ua/rubric-
technology/3568970-hakeri-fsh-atakuvali-ukrainu-za-piv-
roku-do-povnomasstabnoi-vijni-fedorov.html

Gobble, M. M. (2018). Digitalization, digitization, and
innovation. Research-Technology Management, 61(4), 56—
59. https://doi.org/10.1080/08956308.2018.1471280


https://doi.org/10.1080/08276331.2021.1924505
https://doi.org/10.21272/mmi.2019.4-12
https://doi.org/10.21272/mmi.2020.4-12
https://doi.org/10.21003/ea.V172-07
https://www.statista.com/statistics/733657/global-cybersecurity-index-gci-countries/
https://www.statista.com/statistics/733657/global-cybersecurity-index-gci-countries/
https://doi.org/10.21003/ea.V192-09
https://doi.org/10.21003/ea.V193-01
https://www.ukrinform.ua/rubric-technology/3568970-hakeri-fsb-atakuvali-ukrainu-za-piv-roku-do-povnomasstabnoi-vijni-fedorov.html
https://www.ukrinform.ua/rubric-technology/3568970-hakeri-fsb-atakuvali-ukrainu-za-piv-roku-do-povnomasstabnoi-vijni-fedorov.html
https://www.ukrinform.ua/rubric-technology/3568970-hakeri-fsb-atakuvali-ukrainu-za-piv-roku-do-povnomasstabnoi-vijni-fedorov.html
https://doi.org/10.1080/08956308.2018.1471280

Digital Technologies as a Factor of National Security of Ukraine

Harust, Yu., Melnyk, V. (2019). Economic security of the
country: marketing, institutional and political determinants.
Marketing and Management of Innovations, 4, 373-
382. https://doi.org/10.21272/mmi.2019.4-29

Kaminsky, O., Korzachenko, O., & Samchenko, N. (2017).
Cloud computing concept in Ukraine: a study of innovative
development. Economic Annals-XXI, 167(9-10), 28-31.
doi: https://doi.org/10.21003/ea.\VV167-06

Koibichuk, V., Dotsenko, T. (2023). Content and Meaning of
Financial Cyber Security: a Bibliometric Analysis.
Financial Markets, Institutions and Risks, 7(1), 145-153.
https://doi.org/10.21272/fmir.7(1).145-153.2023

Koibichuk, V., Ostrovska, N., Kashiyeva, F., & Kwilinski, A.
(2021). Innovation technology and cyber frauds risks of
neobanks: gravity model analysis. Marketing and
Management of Innovations, 1, 253~
265. https://doi.org/10.21272/mmi.2021.1-19

Masarova, T., Huséarova, I. (2013). Prognosis of human
development index (hdi) of Slovak Republic. Journal of
Management, 2(23), 149-154.

Matarazzo, M., Penco, L., Profumo, G., & Quaglia, R. (2021).
Digital transformation and customer value creation in Made
in Italy SMEs: A dynamic capabilities perspective. Journal
of Business Research, 123, 642-656.
https://doi.org/10.1016/j.jbusres.2020.10.033

Melnyk, L., Dehtyarova, I., Kubatko, O., Karintseva, O., &
Derykolenko, A. (2019). Disruptive technologies for the
transition of digital economies towards sustainability.
Economic Annals-XXI, 179(9-10), 22-30.
doi: https://doi.org/10.21003/ea.\V179-02

Melnyk, M., Shchehliuk, S., Leshchukh, I., & Litorovych, O.
(2021). Digitalization of the economies of Ukraine and
Poland: national and local dimensions. Economic Annals-
XXI, 191(7-8(1)), 30-42.
doi: https://doi.org/10.21003/ea.\V191-03

Pajtinkova Bartakova, G., Gubiniova, K., Brtkova, J., & Hitka,
M. (2017). Actual trends in the recruitment process at small
and medium-sized enterprises with the use of social
networking. Economic Annals-XXI, 164(3-4), 80-84.
doi: https://doi.org/10.21003/ea.\V164-18

Pecheranskyi, I, & Revenko, A. (2019). Disruptive digital
technologies as a means for destroying the foundations of

LEGISLATION

oligarchomics: world experience and challenges for
Ukraine. Economic  Annals-XXI, 179(9-10), 31-39.
doi: https://doi.org/10.21003/ea.\V179-03

Portulance Institute. https://networkreadinessindex.org/

Samoilovych, A., Garafonova O., Popelo, O., Marhasova, V., &
Lazarenko, Y. (2021). World experience and ukrainian
realities of digital transformation of regions in the context of
the information economy development. Financial and
Credit Activity: Problems of Theory and Practice, 38(3),
316-325. https://doi.org/10.18371/fcaptp.v3i38.237462

Sembekov, A., Tazhbayev, N., Ulakov, N., Tatiyeva, G., &
Budeshov, Ye. (2021). Digital modernization of
Kazakhstan’s economy in the context of global trends.
Economic Annals-XXI, 187(1-2), 51-62.
doi: https://doi.org/10.21003/ea.\VV187-05

Simonavi¢iaté, P., Navickas, V. (2022). The Features of
Business Digitization Development Indicators in Selected
Economies. Journal of Management, 2(38), 87-94.
https://doi.org/10.38104/vadyba.2022.2.08

Skrynnyk, O. (2020). Some aspects of information security in
digital organizational management systems. Marketing and

Management of Innovations, 4, 279-
289. https://doi.org/10.21272/mmi.2020.4-23
State Statistics Service of Ukraine.

https://ukrstat.gov.ua/operativ/open_data/open_datai.htm

Stjepié, A.-M., Ivanti¢, L., & Susa Vugec, D. (2020). Mastering
digital  transformation  through  business  process
management: Investigating alignments, goals, orchestration,
and roles. Journal of Entrepreneurship, Management and
Innovation, 16(1), 41-74. https://doi.org/10.7341/20201612

Sutherland, W., Jarrahi, M. H. (2018). The sharing economy
and digital platforms: A review and research agenda.
International Journal of Information Management, 43, 328—
341. https://doi.org/10.1016/j.ijinfomgt.2018.07.004

Vojtovi¢, S., Karbach, R. (2014). New Economy and the
development of creative industry. Journal of Management,
2(25), 139-143.

Yanyshyn, Y., Bryk, H. & Kashuba, Y. (2019). Problems and
perspectives of internet-insurance in Ukraine. Marketing
and Management of Innovations, 4, 31-
38. https://doi.org/10.21272/mmi.2019.4-03

On the decision of the National Security and Defense Council of Ukraine dated May 14, 2021 “On the Cybersecurity Strategy of
Ukraine”: Decree of the President of Ukraine Ne 447/2021. https://zakon.rada.gov.ua/laws/show/447/2021#Text

Decree of the President of Ukraine No. 447/2021 of May 14, 2021
Law of Ukraine “On Amendments to Certain Laws of Ukraine to Ensure the Formation and Implementation of State Policy in the
Sphere of Active Counteraction to Aggression in Cyberspace” (No. 2470-1X dated July 28, 2022)

RECEIVED: 28 August 2023

ACCEPTED: 08 September 2023

PUBLISHED: 06 October 2023

Anna Zadorozhna, associate professor in the Department of Digital Economy and Business, Ivan Franko National University of
Lviv, Ukraine. Field of Scientific research: information technologies and systems, economic and mathematical modeling of economic
processes and phenomena, securities market. Address: St. Kopernyka 3, Lviv, 79000, Ukraine. E-mail: an_zador@ukr.net. ORCID:

0000-0002-9258-1679

29


https://doi.org/10.21272/mmi.2019.4-29
https://doi.org/10.21003/ea.V167-06
https://doi.org/10.21272/fmir.7(1).145-153.2023
https://doi.org/10.21272/mmi.2021.1-19
https://doi.org/10.1016/j.jbusres.2020.10.033
https://doi.org/10.21003/ea.V179-02
https://doi.org/10.21003/ea.V191-03
https://doi.org/10.21003/ea.V164-18
https://doi.org/10.21003/ea.V179-03
https://networkreadinessindex.org/
https://doi.org/10.18371/fcaptp.v3i38.237462
https://doi.org/10.21003/ea.V187-05
https://doi.org/10.38104/vadyba.2022.2.08
https://doi.org/10.21272/mmi.2020.4-23
https://doi.org/10.7341/20201612
https://www.sciencedirect.com/journal/international-journal-of-information-management/vol/43/suppl/C
https://doi.org/10.1016/j.ijinfomgt.2018.07.004
https://doi.org/10.21272/mmi.2019.4-03
https://zakon.rada.gov.ua/laws/show/447/2021#Text
mailto:an_zador@ukr.net




https://doi.org/10.38104/vadyba.2023.2.04

Vadyba

Journal of Management
2023, Ne 2 (39)

ISSN 1648-7974

S

AN INVESTIGATION BLOCKCHAIN TECHNOLOGY ON ENTERPRISE
OPERATIONAL CAPABILITIES: A META-ANALYSIS APPROACH

Ashveen Kutowaroo?!, Bhavish Jugurnath', Samanta Straupaite-Simonavice?
IFaculty of Law and Management, University of Mauritius, 2Lithuania Business College

Abstract

Blockchain technology, a brand-new category of disruptive internet technology, is frequently employed by businesses as a technological aid to
enhance production procedures and reduce spending. In this paper, we will examine the effects of blockchain technology on business operations, as
well as their advantages for internal business processes and their effects on external business collaboration. An examination of the literature revealed
that it has largely ignored the link between blockchain technology and corporate operational capabilities based on actual data, focusing instead solely
on the business process modelling and technology design process of a blockchain-based solution. As a result, this paper gathers information from
African businesses that are either preparing to implement blockchain technology or already have. Quantitative analysis of the data was done. The
findings indicate that one of the key driving forces for the adoption of blockchain technology is the growth of the enterprise asset scale. Additionally,
this study demonstrates how implementing blockchain technology improves asset rotation rates and lowers sales expense rates. However, the adoption
of blockchain technology is one of the key business choices, which is influenced by a number of significant elements, including the manager's style,
the structure of human resources, and the external policy framework, in addition to the development circumstances and stage of the firm. This paper
offers some helpful recommendations for developing blockchain initiatives in the future based on the findings of theoretical and empirical

investigation.
KEY WORDS: Blockchain, Operational capabilities, Meta-analysis.

Introduction

The use of blockchain technology is gaining worldwide
prominence and Mauritius is also a part of it. Blockchain
technology, which has gained global attention for its
many advantages, has a lot to offer to the financial
services industry and it is important to understand the
technology behind a blockchain-based system to
effectively integrate the financial services industry.
Blockchain has attracted a lot of interest from businesses,
allowing them to have more efficient and effective
workflows in international markets. Due to the distributed
ledger established by blockchain technology, which has
the ability to facilitate international trade, this has
transformed how international trade is carried out along
with finance and business management.

Blockchain-based system offers safer transactions since
it enables paperless trade, facilitates trade financing,
improves intellectual property rights and speeds up
government  procurement  procedures.  Moreover,
blockchain helps lower trade costs, improve business
transparency, and create new business prospects for both
small and large businesses. This technology increases
trust, eliminates intermediaries, speeds up market access
and serves as a link between individuals across the globe.
Owing to its efficiency, central banks, regulators and
governments around the world have recently started
implementing blockchain technology to help international
trade. Haber and Stornetta were the first to introduce the
term "blockchain technology"” in 1991 and later Satoshi
Nakamoto popularized it in 2008. Blockchain was first
conceptualised by Nakamoto as the core technology
behind the bitcoin cryptocurrency (Mai et al., 2018; Zhao
et al., 2016). It is anticipated that blockchain technology

will advance from blockchain 1.0 for digital money to
blockchain 2.0 for digital finance and to blockchain 3.0
for a digital society as it finds applications outside the
cryptocurrency (Zhao et al., 2016).

While blockchain is being explored across many
sectors, Friedlmaier, Tumasjan and Welpe (2016) pointed
out that the financial services sector is one where it is
extremely well represented. This suggestion will consider
an organization's operational skills and management as
well as blockchain applications in international trade. The
objective of this study is to find out the effect of
blockchain technology on operational capabilities and to
determine if this technology is able to improve
operational capabilities.

Literature review

The effectiveness of business operations and dynamic
responsiveness are reflected in operation management,
which is extremely important to the day-to-day operations
of enterprises (Jantunen et al., 2018). The main goals of
business operation management are to reduce production
costs, manufacturing costs, transportation costs,
maximize profit margins and produce high-quality
products at the lowest possible operating cost (Prajogo et
al., 2018). Additionally, knowledge and information
sharing are an important aspect in establishing efficient
collaboration across organisation and departments
(Fiorini and Jabbour, 2017; Liu et al., 2018; Zhu et al.,
2018; Cao et al., 2019).

Besides introducing the trust mechanism and lowering
the cost of online transactions to increase business
effectiveness, blockchain technology rebuilds the
incentive mechanism in an organisation (Funk et al.,
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2018). Furthermore, according to Wu and Chiu (2018),
external collaboration is an important factor of integrating
business functions into a productive and cohesive
business model and it significantly enhances enterprise
Operational Capabilities (OCs).

Operational Capabilities

Operational capabilities (OCs), according to Winter
(2003), is "a high-level routine (or collection of routines)
that, along with its implementing input flows, confers
upon an organization's management of a set of decision
options for producing significant outputs of a particular
type."

Organizations usually accomplish this by gaining a
competitive advantage through improved processes,
thereby lowering firm costs (Miocevic and Morgan,
2018). According to Lu et al. (2014) and Zhang and Chen
(2018), the most important responsibilities for global
enterprises are, promoting business transformation and
enhancing their OCs. While at the same time, the fast
development of information technology offers businesses
significant  opportunities to increase OCs and
management models, enabling them to provide customers
with high value-added goods (Akter, Wamb and Barrett,
2018; Cotteleer and Bendoly, 2006; Karabasevic et al.,
2018). As stated by the World Economic Forum (held in
Switzerland in January 2016) on "Managing the Fourth
Industrial Revolution™, information technology will bring
a "new normal” to global economic growth.

Blockchain Technology

Blockchain technology (BT) is a distributed ledger
database that records business transactions in a way that
is both verifiable and permanent (Perboli et al., 2018).
Due to its distinct consensus mechanism and appropriate
encryption algorithms, it has steadily gained interest in
many sectors (Hughes et al., 2019; Lu and Xu, 2017).

According to many scholars and researchers, BT forms
the basis of a new digital business (Figorilli et al., 2018;
Kshetri, 2018; Toyoda et al., 2017; Yoo and Won, 2018).
The efficiency, reliability and transparency of business
management are increased by BT due to its capacity to
ensure data immutability and public access to data
streams (Wamba et al., 2018). The relationships between
all participants in logistics and supply chain systems are
also being transformed and remodelled through BT
(Queiroz and Wanba, 2019).

Blockchain Technology and Operational Capabilities

From business point of view, the effective integration of
internal and external information resources helps in
improving OCs (Eltayeb et al., 2011; Dubey et al., 2017,
Dubey, Gunasekaran, Papadopoulos et al., 2017; Pan et
al., 2018). BT has helped in numerous issues with
resource integration and information sharing in
conventional  business management and external
collaboration. It has also introduced a new style of
business operation and management (Nakasumi, 2017;
Kshetri, 2018). The development of BT and its use,
however, still face several challenges. The State Council's
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guidelines, on actively promoting "Internet Plus”, pointed
out that conventional businesses lack the knowledge and
skills necessary to use internet information technology
and that there are numerous barriers to the creation of
new formats, such as a lack of resources and qualified
personnel. Additionally, very few organizations have
actual plans to use BT, even though many are aware of its
potential (Ying et al., 2018).

The implementation of BT has a positive impact on
business operation capabilities such as improving
business asset turnover rate and reducing sales expense
rate, (Xiongfeng et al., 2020). Moreover, it has been
found that BT has the potential to contribute positively to
many sustainable developments goals as well as bringing
positive changes within established industries and
practices (Hughes et al., 2019).

The use of a blockchain system has been linked to a
number of advantages, according to Drescher (2017) and
Rabah (2017), as follows:

i Disintermediation: In the blockchain process,
this refers to the absence of intermediaries or third
parties. Blockchain has this built in by default, unlike
traditional centralised procedures that require humans or
additional technology to ensure trust.

ii. Non-repudiation - This benefit pertains to the
blockchain's integrity, where parties cannot dispute or
reject their additions to the blockchain because the
transaction history is accurate.

iii. Automation: The way blockchains work can
replace tasks that need to be done by hand if the use case
involves automated interactions between parties.

iv. Process streamlining - As company processes
are adapted for the switch from old technologies to
blockchain, they will become more transparent,
standardized, and streamlined.

V. Processing speed: The increased use of
automation in blockchain processes, compared to
centralized architectures, is likely to lead to big
improvements in execution speed for some use cases.

Vi. Cost reduction - For applications that can
benefit from blockchain technology, disintermediation
and automation have the overall effect of lowering costs.

Vii. Trust - Blockchain efficiently substitutes
technology and related protocols for human verification
and trust. This will probably represent a considerable
departure from the way things are done now in company.
As blockchain becomes more widespread and costs start
to come down, confidence in the reliability of security
and payment processing may eventually become a
commodity.

viii. Increased technical awareness - This may be a
byproduct of using blockchain, but it results in the
development of new wuses and insights for this
technology.

The list of advantages mentioned above is supported by
Lnes et al. (2017) who examined the possibilities of
blockchain technology through the lens of governmental
organizations and same falls under the categories of
strategic, organizational, economic, international, and
technological. Additional research has praised the
benefits for businesses adopting blockchain technology,
emphasizing the advantages of the distributed ledger
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design (Swan, 2015; White, 2017; Lacity, 2018; Ying et
al., 2018).

When opposed to conventional centralised designs,
blockchain technology has the potential to provide a
number of distinct advantages. The technology, however,
has a number of drawbacks that must be taken into
account in any business case for adoption (Beck et al.,
2016; Gomber et al., 2018). Bohme et al. (2015), Coyne
and McMickle (2017), Drescher (2017), Axios (2018)
and Forester (2018) have identified some of the
literature's issues with blockchain technology, including:

i. lack of privacy — every node within the
network keeps a comprehensive record of all transactions.
This may be a quality for particular applications and a
benefit in terms of security, but it may be a drawback for
use cases where privacy is essential.

ii. high costs — the blockchain's underlying
processing which involves replicating the entire
transaction history across all nodes, is computationally
expensive. Although this characteristic offers security
benefits, larger networks may be constrained by it.
Blockchains' public key encryption is used for transaction
execution and authentication. Although extremely
secured, this technique needs the usage of both a public
and a private key. The solution does not have a safety
mechanism to add extra security in the case that one of
the parties misplaces or unintentionally releases their
private key.

iii. limitations on flexibility - while the immutable
append-only nature of blockchain preserves the integrity
of transactions, it can be a hindrance to use cases that call
for changes to transactions.

iv. latency - the blockchain network's security
credentials are ensured by the idea that every node stores
the whole transaction history of every information block,
however, adding new blocks and subsequent transaction
records is currently computationally expensive.

V. governance - the blockchain architecture's
distributed nature offers particular benefits for some use
cases. It, however, poses a serious obstacle to general
management and governance by oversight-based
organizations.

The list of restrictions presented above highlights some
of the unique technological difficulties and unforeseen
consequences that could restrict the advancement and
widespread use of blockchain technology. Lack of
approval from governing bodies and user acceptability
are two examples of non-technical restrictions. Due to the
fact that blockchain technology is still relatively new,
organizations have not yet fully addressed these
important challenges, which pose serious risks to the
technology's ability to gain wider adoption. There are still
concerns about the legality of transactions, privacy and
the implementation of the GDPR, as well as opposition
among users due to their lack of technological
understanding and confidence (Kypriotaki et al., 2015;
Drescher, 2017; Kshetri, 2017; Levine, 2017).
Additionally, there are restrictions when using blockchain
in specific application genres.

Previous studies have focused mostly on the business
process modelling and technological design processes of
a BT-based solution. However, based on simulation
approaches, research findings have often confirmed the
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implementation impact of BT. There is, in fact, lack of
evidence about the value of the BT as well as the total
costs and benefits, restricting the development of real
cases. In the same line, Trujillo et al. (2018), stated that
there are very few BT projects with a lengthy lifespan.
Only 8% of initiatives are actively maintained, while the
rest failed.

This paper adds to the existing literature in two aspects:

1. to propose a standard model to examine the
influence of BT on enterprise OCs; and

2. to quantitatively examine the effects of
adopting BT on enterprise OCs by gathering relevant data
from blockchain companies.

BT and enterprise OCs from the perspective of internal
operation

The complexity and uncertainty of the enterprise's
living environment are increasingly becoming significant
as a result of the more intense market competition (Dubey
et al., 2017; Dubey, Gunasekaran, Papadopoulos et al.,
2017). Moreover, formal control and supervision help in
facilitating business operations management (Jensen and
Meckling, 1976). However, many scholars laid emphasis
on the fact that these formal controls have a number of
limitations when it comes to predicting and analyzing
management behaviour (Davis et al., 1997). They
emphasize on the importance of informal factors, such as,
commitment and trust in internal corporate governance.

A healthy work environment that fosters trust enables
individuals and groups to prevent the loss of financial
gains through knowledge sharing (Chai and Kim, 2010).
Knowledge sharing at the organizational and team levels
refers to the transfer, acquisition, organization and
storage of knowledge for effective implications. Building
a trust mechanism using BT helps in developing a trust
environment in the organization, boosts knowledge stock
and flow, shapes core competitiveness and improves OCs
(Dubey et al., 2017; Dubey, Gunasekaran, Papadopoulos
etal., 2017).

Furthermore, BT's consensus mechanism promotes
fairness amongst departments as it generates synergy
between all process nodes, builds participation rules and
incentive mechanisms (Fernandez-Carames and Fraga-
Lamas, 2018). Using the BT consensus mechanism and
technologies like Artificial Intelligence and big data,
organizations may easily manage complicated data and
information, alter internal business rules, and establish
successful operational processes (Dinh et al., 2018;
Wamba et al., 2018; Wamba, Kamdjoug et al., 2018).

BT and enterprise OCs from the perspective of external
collaboration

BT applications have now upgraded to blockchain 3.0
from blockchain 1.0. Blockchain 1.0 refers to the use of
BT in virtual digital currency markets such as currency
transfer and payment system while Blockchain 2.0 refers
to the application of BT in financial markets such as
securities, futures, loans and bills, and primarily for the
liquidation of financial assets and the use of smart
contracts.  On the other hand, Blockchain 3.0 is an
extension based on 2.0, with a special focus on extending
BT into additional parts of social life.
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BT continues to strengthen payment, transaction
clearing, trade finance, digital currency, equity, and risk
control in financial services (Treleaven et al., 2017). BT
encourages proxy voting, identity authentication and
social credit in social management (Figorilli et al., 2018).
Similarly, Fernandez-Carames and Fraga-Lamas (2018),
stated that BT focuses on product information
traceability, network security and contracts for Internet of
things (1oT). From raw materials to finished goods, the
business is a sophisticated functional network made up of
suppliers,  manufacturers,  distributors,  retailers,
customers, logistics and other related businesses
(Balasubramanian and Shukla, 2018; Mohamed et al.,
2017). The idea is to enable businesses to operate
together via trust-based foundations, connect individual
businesses and to create a composite network which will
eventually maximize overall efficiency, while providing
more advantages to linked businesses along the chain
(Woo, et al., 2016; Chi et al., 2018; Namagemb et al.,
2018).

Effective business management methods encourage
information exchange throughout the business and
improve company OCs by enhancing external customer
awareness and adaptability. Moreover, a diverse range of
customer  requirements also  increase  business
adaptability.  Business management is a strategic
business approach including internal firms, customers and
suppliers. If organizations can manage these integration
connections well, their OCs will benefit. However, the
existing business operation has information islands
(Dominguez et al., 2018). Information is discretely
disseminated throughout business firms, with minimal
sharing, delayed operation, and poor authenticity and
trustworthiness.

Establishing a business information platform with BT
as the core can link business alliances, financial
institutions and government regulatory departments
together with integrating business flow, logistics, capital
flow and information flow in the business (Kamble et al.,
2019; Queiroz and Wanba, 2019; Wang et al., 2019;
Wang, Singgih and Rit, 2019). By developing a BT-based
business management platform, organizations may collect
large volumes of data and record commodity circulation
information based on source tracking, certificate storage,
mutual trust and information exchange (Nakasumi, 2017).
Furthermore, lower operational costs and enhanced
quality can be obtained by connecting business firms and
integrating commodity flows, logistics, capital flows and
information flows (Khouri et al., 2018; Perboli et al.,
2018; Aydiner et al., 2019).

Methodology

Sample selection

Following the report from the African Union
Development Agency, it can be noted that blockchain
based technologies is not a new subject in Sub-Saharan
Africa. In fact, there are several economic sectors
(finance, security, e-commerce and agriculture) which
have already implemented same in their operations. For
the purpose of this study, 100 listed companies were
selected from the African Stock Market companies and
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their annual financial data was collected from 2017 to
2021. In order to ensure validity of data, companies
which were recently listed in the stock were excluded
from the financials. Any missing values were removed
and finally 60 samples that met the selected requirements
were processed.

Model selection

Blockchain has a unique aspect to its application. Given
that it is on an econometric scale, more benefits can be
created in analysing the financial performance of a
financial institution, thereby exploring the corporate
behaviour and the way in which the business is carried
out. The implementation of blockchain technology was
then analysed, bearing in mind asset size, staff size and
sales size. In order to analyse and confirm the research
problem number one, a logistic regression was employed,
with the implementation of blockchain technology being
a categorical, Yes and No variable, and asset size, staff
size and sales size were employed as independent
variable, with year being the control variable.

BT,.=n, Asset+a, Staffra, Sales+ Yeart+e;,

In the model, BT is a 0 or 1 variable which represents
the implementation of blockchain in a company i in year
t. Asset is the company’s asset size, measured as the
logarithm of the total assets. Staff is the company’s staff
size and Sales represents the company’s revenue from
sales. The Tobit model was utilised for the regression as
the regression model is left centred. Secondly, to confirm
the results of this study and analyse the influence of BT
on operational capability, the second research problem, a
second empirical model was employed, whereby BT,
leverage, sales, asset and staff were independent variables
while operational capabilities was the dependent variable.
The Model is as follows:

OC;;=b,BT+b,Leverage+by Asset+b, Staff+ b Sales+e;,

OC makes reference to the operational capabilities of a
certain company | in year t, BT makes reference to the
implementation of Blockchain Technology in that
company “i” in year “t” and is a categorical variable,
Leverage is the financial leverage ratio, Asset is the total
asset size, Staff is the total staff size and Sales is the total
revenue. For this model, linear ordinary least square

regression shall be used as estimation method.
Variable description

Operational capabilities

Operation management is essential to an organization's
everyday operations since it reflects the effectiveness of
business operations and the adaptability of the
organization (Jantunen et al., 2018). The main goals of
enterprise operation management are to maximize profit
margins, manufacture high-quality products at the lowest
possible operational costs, and decrease production,
manufacturing, and transportation costs (Prajogo et al.,
2018). Therefore, in the estimation, three main variables
were used to represent operational capability, namely
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asset turnover rate (AT), current asset turnover rate (ET)
and sales expense ratio (SC).

Blockchain Technology

BT has been adopted in all the selected companies. It is
only the year of implementation that differs in between
the samples. A value of 1 is assigned to the variable as
from the year in which BT has been implemented.

Analysis

Table 1 shows the descriptive analysis results for the
study. The Pearson correlation coefficients were
examined and it can be found that none of the coefficients
are larger than 0.8. The Variance inflation factors were
also examined and it was found that they are between 1
and 4, which is smaller than the maximum threshold of
10 as recommended by Gujarati (2011).

Table 1. Descriptive Analysis

Variable Mean sC BT Asset Staff Leverage Sales

AT 0.362

ET 0.410

sC 0.420 1.000

BT 0.363 -0.365 1.000

Asset 6.345 -0.234 0.342 1.000

Staff 2.364 -0.562 0.563 0.761 1.000

Leverage| 0956 -0.723 0.459 0.634 0.364 1.000

Sales 1.204 -0.420 0.653 0.561 0.432 0.612 1.000

VIF 1.36 3.64 236 1.69 136

Regression analysis — Model 1

Table 2 shows the results of the regression analysis of
Model 1 with BT being the dependent variable. It can be
noted that the regression coefficient of Asset is 0.182
indicating that a 1 unit increase in Asset shall result in an
increase of 0.182 in BT. It is to be noted that the positive
impact of Assets on BT is not followed by other variables
and hence an ordinary least square regression was
employed to test the robustness of the results. It was
found that the results were consistent and robust as they
followed a similar trend.

Table 2. Model 1 Regression Analysis

- Tobit Model Ordinary least squared
Variable Coefficient | Std error | Coefficient | Std error
Asset 0.182%* 0.067 0.162%** 0.063
Staff -0.086 0.089 -0.063 0.086
Sales -0.076 0.094 -0.045 0.095
Cons 0.630 0.036 0.360 0.031

R squared 0.689 0.750

Regression analysis — Model 2

For the second model, a threefold regression analysis
was carried out in order to test the impact of BT
implementation on OC, which is represented by AT, ET,
SC. The Hausman test was used to test the panel model
and the effect of BT implementation on OC was tested by
using the fixed effect model. The results of the regression
is shown in Table 3. From the results, it can be found that
the relationship between OC and BT is statistically
significant at 5% level of significance with a positive
coefficient. From the asset turnover rate, it can also be
found that the coefficient for BT is significant at 10% and
positive. With respect to sales expense ratio, it can be
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found that it shares a negative relationship with BT and is
still statistically significant at 10%. This shows that the
implementation of BT reduces the sales expense of
companies.

Table 3. Model 2 Regression Analysis
AT ET sC

Variable

Coefficient | Std error | Coefficient | Std error | Coefficient | Std error

BT 0.102%* 0.302 0.136** 0.036 0.122* 0.072

Asset -0.306%** 0.032 -0.630%** 0.075 -0.236%** 0.206

Staff 0.693%** 0.036 0.632%** 0.034 0.963%** 0.145

Leverage 0.362%** 0.056 0.014*** 0.096 0.096%** 0.163

Sales 0.176%%* 0.047 0.06]1*** 0.042 0.016%** 0.209

Cons 0.630%** 0.362 2.62%** 0.563 4.631%** 0.663

R squared 0483 0.369 0.402

F test 232]%** 18.32%%x

Hausman 15.32** 14 86** 6.31

Discussion and conclusion

Blockchain technology is a distributed ledger database
that records business transactions in a way that is both
verifiable and lasting. It presents an incredible possibility
for the growth of company operational capabilities with
the advancement of research and development performed
by academics. On the other hand, there still exists some
hurdles in the implementation of blockchain technology.
Blockchain technology not only improves a transaction
by bringing forward trust and security but also reduces
the cost of an operation by improving the overall system
management and efficiency. Hence, from a theoretical
point of view, it was necessary to study the
implementation of blockchain technology with respect to
organisational capability. Therefore, this study developed
two theoretical models in order to test the relationship
between blockchain and operational capabilities.

From the result of the analysis, it can be noted that asset
turnover plays a key role in the implementation of
blockchain technology. It is also worth noting that the
implementation of blockchain technology has had a
significant positive impact on operational capabilities and
has indeed improved the way through which a company
operates. This paper hence adds to the body of knowledge
by providing valuable insight on the effect of blockchain
on enterprise operational capabilities, by testing a new
model incorporating sales, asset and staff size.

Analysis results showed that the implementation of
blockchain is dependent on the assets of a company.
Blockchain also improves trust in between different
stakeholders and significantly improves asset turnover
rate and reduces sales expenses. This result goes in line
with the study of Caro et al. (2018), who also highlighted
trust as being an important factor driving the
implementation of blockchain. This paper highlights the
importance of staff size which is also sine-qua non to the
implementation of blockchain as a good communication
and timely cooperation shall be key for the successful
implementation of blockchain and for improving
enterprise operational capacities (Wu et al,, 2012; Dubey,
Gunasekaran, Childe et al., 2017; Dubey, Gunasekaran,
Papadopoulos et al., 2017).
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